
Pro-forma Contract with Customers
(1)
[Jisc or JSL] and

(2)
[Company Name]

PRO FORMA SERVICES CONTRACT

THIS CONTRACT is dated
BETWEEN:
(1)
[] (Company Number [ ]) whose [registered office] [principal place of business] is at [insert address]("the Customer"); and
(2)
[] (Company Number [ ]) whose [registered office] [principal place of business] is at [insert address]("the Contractor"); and
1. Definitions
1.1 In this Contract, the following words will have the following meanings:

	"Bribery Legislation"
	means the Bribery Act 2010 and any subordinate legislation made under that Act from time to time together with any guidance or codes of practice issued by the relevant government department concerning the Bribery Legislation;

	"Business Day"
	means any day excluding Saturdays, Sundays and any national holidays throughout the United Kingdom;

	"Commercially Sensitive Information"
	means  the  subset  of  Confidential  Information listed in Schedule 3 that constitutes a trade secret;

	"Confidential Information"
	means all information (in whatever format) designated as such by the disclosing Party together with such information which relates to the business, affairs, networks, customers, products, developments, trade secrets, know-how and personnel of the disclosing Party or which may reasonably be regarded as the confidential information of the disclosing Party and, in the case of information disclosed by the Contractor, includes the Commercially Sensitive Information;

	"Contract"
	means this contract including the Schedules;

	"Data"
	means all data and information of the Customer which is hosted or stored on the Contractor's infrastructure and any other data and information belonging to the Customer which may be delivered to, or generated by, or otherwise come into the possession or control of, the Contractor including any associated set of data (such as log files and statistics) that are derived from the systems of the Customer or the systems and infrastructure of the Contractor;

	
	

	"Data Management Plan"
	means a plan agreed by the Parties detailing the tasks to be performed by the Contractor on the Data from time to time as part of the Services;

	
	

	"Effective Date"
	means [the date of this Contract];

	"Environmental Information Regulations"
	means the Environmental Information Regulations 2004;

	"Fix"
	means a permanent resolution of an Incident;

	"FOIA"
	means the Freedom of Information Act 2000 or the Freedom of Information (Scotland) Act 2002 (as applicable) and any subordinate legislation made under these Acts from time to time together with any guidance and/or codes of practice issued by the Information Commissioner in relation to such legislation;

	"Force Majeure Event"
	means any cause beyond a Party's reasonable control affecting the performance of its obligations under this Contract, including war, acts of  terrorism, governmental requirements, acts of local or central Government or other competent authorities, Acts of God and industrial disputes (other than industrial disputes by the relevant Party's employees). For the avoidance of doubt, the failure or delay of any obligations of any subcontractor will not be deemed to be beyond the reasonable control of a Party unless the delay or failure is a result of an event beyond the reasonable control of the subcontractor;

	"Framework Agreement"
	means the framework agreement between (1) Jisc Collections and Janet Limited; and (2) the Contractor dated [INSERT];

	"Good Industry Practice"
	means in relation to any undertaking and any circumstances, the exercise of that degree of professionalism, skill, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced person or an internationally recognised company engaged in the same type of activity under the same or similar circumstances;

	"Group"
	means, in relation to a Party, the Party, its subsidiaries, its holding companies and any subsidiaries of such holding companies, "subsidiary" and "holding company" having the meanings given to them in section 1159 of the Companies Act 2006;

	"Hardware"
	means the hardware to be provided pursuant to the terms of this Contract;

	
	

	"Implementation Date"
	means the date on or by which the Contractor must have provided access  to the Services, as detailed in Schedule 1;

	"Incident"
	means any event that is not part of the standard operation of the hardware or software used to provide the Services and that causes, an interruption to, or a reduction in the functionality of such hardware or software or degradation in resilience of such hardware or software; 

	"Information"
	means information recorded in any form;

	"Information Security Plan"
	means the information security plan prepared by the Contractor pursuant to Clause 10.7;


	"Intellectual Property Rights"
	means all present or future intellectual property rights, patents, patent applications, copyright, mask works, trade secrets and industrial property rights in respect of any designs, formulas, technical information and software, and any trademark, trademark applications, service marks and trade names, and other similar  rights and obligations whether they are registerable or not;

	"Jisc"
	means Jisc (co. number 05747339) (or any successor body thereto);

	["Payment Plan"
	means the plan for the call off by the Contractor of Prices paid by the Customer in advance and held by the Contractor in escrow as set out at Schedule 1;] [Drafting Note: delete if not applicable]

	"Prices"
	means the prices or fees payable by the Customer to the Contractor in consideration for the performance of the Services, as set out in Schedule 1, as may be revised from time to time in accordance with the terms of this Contract;

	"Requests for Information"
	shall have the meaning set out in FOIA or any apparent request for information under the FOIA or the Environmental Information Regulations;

	"Resolution"
	means either a Fix or a Workaround that has been applied;

	"Response"
	means confirmation by the Contractor that it has recorded (i) the date and time of the call which notifies the Incident; (ii) the nature and location of the Incident; and (iii) the severity level assigned to the Incident; 

	"Secure Access Control Measures" 
	means the measures employed by the Contractor to ensure that Data is only accessed by those who are entitled to access that Data as set out in Schedule 4;

	"Services"
	means the services described in Schedule 1, including the Storage Services and the Support Services (in each case as defined in Schedule 1), which are to be provided to the Customer by the Contractor;

	"Service Credits"
	means the credits (if any) which become payable to the Customer where the Service Levels are not achieved as set out in Schedule 1; 

	"Service Levels"
	means the service levels set out in Appendix 3 of Schedule 1;

	
	

	"Software"
	means any standalone software supplied pursuant to the terms of this Contract;

	"Specifications"
	means the specifications for the Software and Hardware to be supplied by the Contractor as set out in Schedule 1;

	"Term"
	means the term of this Contract as set out in Clause 14;

	"Workaround"
	means a temporary fix which restores the resilience and functionality of the Hardware or Software until a Fix is available.


1.2 References in this Contract to any statute or statutory provision include, unless the context otherwise requires, references to that statute or provision as from time to time amended, extended or re-enacted.
1.3 References in this Contract to a "Party" or the "Parties" mean a party or the parties to this Contract.
1.4 Reference to words importing the singular only also includes the plural and vice versa where the context requires.
1.5 The headings in this Contract are for reference only and shall not be taken into account in the construction or interpretation of this Contract.
1.6 Unless otherwise stated, references in this Contract to Clauses, Schedules, Parts and Appendices are references to the clauses or schedules of, or appendices or parts to a schedule of, this Contract or the Framework Agreement as applicable.
1.7 any words introduced by the terms "including", "include", "in particular" or any similar expression shall be construed as illustrative and the words following any of those terms will not limit the sense of the words preceding those terms
1.8 The terms of the Framework Agreement are hereby incorporated into the terms of this Contract provided that the following order of precedence shall apply in relation to any conflict, inconsistency or contradiction between the various documents referred to in this Contract:
1.8.1 the terms and conditions in the main body of this Contract; 
1.8.2 the Schedules and Appendices to this Contract; 
1.8.3 the Framework Agreement; and

1.8.4 the Schedules to the Framework Agreement.
2. The Services
2.1 In consideration for the payment of the Prices, the Contractor shall provide the Services in accordance with the terms of this Contract, including the Service Levels and the timescales for performance set out in Schedule 1 and the Secure Access Control Measures.
2.2 Where Service Credits are specified in Schedule 1 to be payable, Service Credits shall be due by the Contractor and recoverable by the Customer in accordance with the provisions of Schedule 1 and without prejudice to any other rights and remedies available to the Customer under this Contract or otherwise.

2.3 The Parties each acknowledge and agree that any Service Credits payable under Schedule 1 are a price adjustment to reflect the reduced level of Service and are not an estimate of the loss or damage that may be suffered by the Customer as a result of a failure to meet the relevant Service Level. Payment of a Service Credit by the Contractor or the fact that a Service Credit is due by the Contractor, is without prejudice to, and will not limit, any right the Customer may have to damages or non-monetary remedies at law or in equity resulting from, or otherwise arising in respect of, a failure to achieve a Service Level (including any rights of termination).

2.4 In performing its obligations under this Contract, the Contractor will at all times exercise reasonable skill and care and will ensure that the Services are performed by staff that are competent and skilled and experienced in the relevant subject areas.
2.5 The Parties may at any time during the Term agree a Data Management Plan which will apply to the Contractor's performance of the Services.

3. Intellectual Property Rights
3.1 The Contractor shall ensure that, for the duration of this Contract, it will maintain all licences and consents necessary to enable it to provide the Services and in particular shall ensure that its provision of the Services does not infringe the Intellectual Property Rights of any third party and, where necessary, it grants and/or shall  procure for the benefit of the Customer within the United Kingdom any licences necessary to enable the Customer to receive the Services without infringing the Intellectual Property Rights of any third party.
3.2 The Contractor shall indemnify and keep indemnified the Customer against any direct losses, liabilities, costs, claims, damages, awards and expenses arising out of any claims that the Services (or any part of the Services, including the use of a deliverable) infringe the Intellectual Property Rights of whatever nature of a third party.
3.3 The Customer shall notify the Contractor promptly if the Customer becomes aware of any claim being made or action being threatened or brought against the Customer, which is likely to result in an indemnity claim against the Contractor pursuant to Clause 3.2.
3.4 The Customer shall:
3.4.1 not make any admissions or settlement of any claim of the kind referred to in Clause 3.2 without the Contractor's prior written consent (such consent not to be unreasonably withhold and/or delayed);
3.4.2 give the Contractor all such reasonable assistance and information as it may reasonably require in order to respond to any claim of the kind described in Clause 3.2; and
3.4.3 at the Contractor's cost and expense, allow the Contractor complete control over the defence and/or settlement of any action or claim of the kind described in Clause 3.2.
3.5 The Contractor shall give the Customer the earliest possible notice in writing of any actual claims against the Contractor that the Services (or any part of them) infringe the Intellectual Property Rights of whatever nature of a third party.
3.6 Without prejudice to the provisions of Clause 3.2, if a third party brings a claim that the Services (or any part of them) infringes any Intellectual Property Rights of that third party, of if the Contractor reasonably considers that such a claim may be made, the Contractor may (at its own option and expense):
3.6.1 modify or replace the infringing element of the Services so as to avoid the infringement provided that such modification or replacement shall not materially affect the delivery of the Services, with the Contractor making good to the Customer any direct losses suffered by the Customer during or as a result of the modification or replacement; or
3.6.2 procure for the Customer the right to retain and continue to use the affected article.
3.7 If the Contractor modifies or replaces the infringing element, the modified/replacement item must comply with the terms of this Contract, including any warranties and any specifications.
3.8 The Contractor shall have no liability to indemnify the Customer other against any claim of the kind referred to in Clause 3.2 to the extent that any such claim is in respect of: (i) any use in combination with the Services of any item not supplied by the Contractor (except where such combination, connection, operation or use is recommended, specified or approved by the Contractor) where such combined use directly gives rise to the claim; or (ii) the Customer's unreasonable refusal to use modified Services provided pursuant to Clause 3.6.1.
4. Change Process
4.1 Except as set out in this Clause 4, all changes to this Contract will be agreed in writing between the Parties and set out in the Contractor's service order form ("Order Form"). The Services will be provided by the Contractor to the Customer on the terms of this Contract. An example of the Order Form is attached at Schedule 2.
4.2 If there is any conflict between the terms of the Order Form and the terms of this Contract, the terms of this Contract shall prevail unless the parties expressly state to the contrary within the Order Form.
4.3 If a minor change to the Services is proposed by one of the Parties, the change will come into effect if both Parties agree to that change in writing. 
5. Prices
5.1 The Prices to be paid by the Customer for the Services and the payment profile that will apply are set out in Schedule 1. 
5.2 [All invoices validly issued by the Contractor shall be payable by the Customer within 30 days of the date of a valid invoice.] [Drafting Note: to be updated, if required, following agreement of charging structure with Contractor.]
5.3 [Any of the Prices which are paid by the Customer in advance shall be held by the Contractor in a suitable escrow account and called off in accordance with the Payment Plan.] [Drafting Note: to be updated, if required, following agreement of charging structure with Contractor.]

5.4 All sums payable under this Contract are exclusive of VAT, which shall be charged in accordance with the relevant regulations in force at the time of making the relevant taxable supply and will be payable by the Customer.
6. Progress Meetings
6.1 The Parties agree to meet as often as is reasonably necessary to facilitate the operation of this Contract and the proper and timely delivery of the Services, such meetings to be the forum for discussion between the Parties in connection with such operation and delivery.
6.2 The Parties will arrange for certain of its employees, agents or subcontractors to attend from time to time as may be appropriate.
6.3 Progress meetings to discuss progress reports and other relevant issues will be held at intervals which, in the Customer's reasonable opinion, are necessary to ensure the proper and timely delivery of the Services.
6.4 The Contractor will prepare in advance of each such meeting a written progress report, the contents of which shall be as the Customer may reasonably require.
6.5 The meetings will be held at the Customer's offices, or at any other location agreed between the Parties.
7. Warranties
7.1 The Contractor warrants that:
7.1.1 it will at all times have adequate levels of resource to allow the performance of the Services in accordance with the terms of this Contract, including the timescales for performance;
7.1.2 it has and will for the duration of this Contract have all necessary licences, consents and authorisations or rights as may be provided for under any relevant legislation, regulations or administrative orders to provide the Services to the Customer;
7.1.3 the Services will (where relevant) meet or exceed the Service Levels set out in Schedule 1 and any applicable industry standards (including ISO 27001 or its replacement from time to time);
7.1.4 it will provide the Services in a timely, reliable and professional manner and will carry out its obligations in this Contract in accordance with all applicable telecommunications, data protection and other laws, licences and regulations in force from time to time;
7.1.5 the Hardware and Software comply with the Specifications;

7.1.6 it has the full right, power and authority to enter into and perform this Contract in accordance with its terms, and such entry and performance does not and will not violate or infringe the Intellectual Property Rights or other rights of any other persons; and
7.1.7 it is not knowingly engaged in, and will not knowingly during the Term engage in, any business, relationship, contract or other activity which damages or tarnishes, or is likely to damage or tarnish, the reputation of the Customer;
7.1.8 in relation to this Contract and/or its subject matter, neither the Contractor nor any of its employees, sub-contractors or agents or others performing services on behalf of the Contractor has done (or agreed to do) or will do (or agree to do) anything which constitutes a breach by the Parties of any Bribery Legislation;
7.1.9 it has in place, and will at all times during the Term continue to have in place, adequate procedures designed to prevent any person associated with the Contractor from committing an offence under the Bribery Legislation and as a minimum such procedures comply, and will at all times during the Term comply, with the most recent guidance issued from time to time by the Secretary of State pursuant to the Bribery Act 2010; and
7.1.10 it will throughout the Term comply with, monitor and enforce the procedures referred to in Clause 7.1.8.
7.2 The Customer warrants that:
7.2.1 it has and will for the duration of this Contract have all necessary licences, consents and authorisations or rights as may be provided for under any relevant legislation, regulations or administrative orders required to perform its obligations under this Contract; and
7.2.2 it has the full right, power and authority to enter into and perform this Contract in accordance with its terms, and such entry and performance does not and will not violate or infringe the Intellectual Property Rights or other rights of any other persons.
7.3 Specific warranties regarding any Services to be provided by the Contractor (including in relation to any software) are set out in the relevant Appendix of Parts 1 to 5 in Schedule 1.
8. Confidentiality
8.1 Subject to the following provisions of this Clause, each Party shall treat as confidential the Confidential Information of the other Party.
8.2 Subject to Clauses 8.3, 
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8.4 and 8.5, each Party will:
8.2.1 only use Confidential Information for the purposes of this Contract or the Framework Agreement;
8.2.2 only disclose Confidential Information to a third party with the prior written consent of the other Party (except that each Party may disclose Confidential Information to companies in its Group or to its professional advisors or auditors to the extent necessary to exercise its rights or fulfil its obligations under this Contract); and
8.2.3 ensure that any third party to whom Confidential Information is disclosed is subject to a confidentiality undertaking in terms no less onerous than those of this Clause.
8.3 The provisions of Clause 8.1 will not apply to any Confidential Information which:
8.3.1 is in or comes into the public domain other than by breach of this Clause 8; or
8.3.2 a Party can show (i) has been independently generated by the recipient Party's employees who have neither had any involvement in the performance of the recipient Party's obligations under this Contract nor access to such Confidential Information or (ii) was in the possession of the recipient Party prior to the date of the disclosure, free from any obligations of confidentiality.
8.4 The Customer may disclose the Confidential Information of the Contractor to the relevant Funding Councils and the Jisc and in relation to any examination pursuant to Section 6(1) of the National Audit Act 1983 of the economy, efficiency and effectiveness with which the Customer has used its resources.
8.5 Each Party may disclose the Confidential Information of the other Party pursuant to a statutory, legal or parliamentary obligation, an order of a court of competent jurisdiction or the requirement of a competent regulatory body, including any requirements for disclosure under the FOIA or the Environmental Information Regulations. Without prejudice to Clauses 8.7 to 8.11, each Party will notify (where it is legally able to do so) the other Party of the disclosure (or proposed disclosure) as soon as is reasonably possible and will use its reasonable endeavours to ensure that any such disclosure is made in a manner which ensures the confidentiality of the Confidential Information.
8.6 Subject to the above provisions of this Clause 8, each Party receiving Confidential Information will take the same precautions and exercise the same degree of care to protect Confidential Information as it takes and exercises in relation to its own confidential information. In any event, the receiving Party will take all reasonable care to protect said Confidential Information.
8.7 The Contractor acknowledges that where the Customer is subject to the requirements of the FOIA and the Environmental Information Regulations it shall assist and cooperate with the Customer (at the Contractor's expense) to enable the Customer to comply with the Information disclosure requirements set out in Clauses 8.8 to 8.14 below.
8.8 The Contractor shall:
8.8.1 notify the Customer and transfer the Request for Information to the Customer as soon as practicable after receipt and in any event within 2 Business Days of receiving a Request for Information;
8.8.2 provide the Customer with a copy of all Information in its possession or power in the form that the Customer requires within 5 Business Days (or such other period as the Customer may specify) of the Customer requesting that Information; and
8.8.3 provide all necessary assistance as reasonably requested by the Customer to enable the Customer to respond to a Request for Information within the time for compliance set out in section 10 of the FOIA or regulation 5 of the Environmental Information Regulations.
8.9 The Customer shall be responsible for determining at its absolute discretion whether the Commercially Sensitive Information and/or any other Information:
8.9.1 is to be disclosed in response to a Request for Information, and
8.9.2 in no event shall the Contractor respond directly to a Request for Information unless expressly authorised to do so by the Customer.
8.10 The Contractor acknowledges that notwithstanding Clause 8.4 the Customer may, acting in accordance with the Department for Constitutional Affairs' Code of Practice on the Discharge of Functions of Public Authorities under Part I of the Freedom of Information Act 2000, be obliged under the FOIA, or the Environmental Information Regulations to disclose Information:
8.10.1 without consulting with the Contractor, or
8.10.2 following consultation with the Contractor and having taken its views into account.
8.11 Without prejudice to Clause 8.9, in the event that the Customer receives a request under the FOIA or Environmental Information Regulations which encompasses any Information held by the Customer which was provided to the Customer by the Contractor in connection with this Contract, the Customer will notify the Contractor of the request and allow the Contractor to make timely representations in relation to the impact any such disclosure may, in the Contractor's opinion, have on the confidentiality obligations under the Contract and any other representation it may have in relation to the disclosure of that Information.

8.12 The Contractor shall ensure that all information produced in the course of the Contract or relating to the Contract is retained for disclosure and shall permit the Customer to inspect such records as requested from time to time.
8.13 The Contractor acknowledges that any lists or schedules provided by it outlining Confidential Information are of indicative value only and that the Customer may nevertheless be obliged to disclose Confidential Information in accordance with Clause 8.4 or Clause 8.5.
8.14 At all times the Customer shall ensure that its disclosure of any information which has been provided to the Customer by the Contractor is limited to the minimum extent necessary for the Customer to comply with its obligations under this Clause 8.
9. Data Protection
9.1 In this Clause 9, the following words will have the following meanings:
	"Applicable EU Law"
	means any law of the European Union (or the law of one of the Member States of the European Union);

	"Controller"
	has the meaning set out in the GDPR;

	"Customer Data"
	means the Personal Data Processed by (or on behalf of) either Party under, or in connection with, this Contract (as such Personal Data is more particularly described in the Data Protection Particulars); 

	"Data Protection Legislation"
	means (a) any law, statute, declaration, decree, directive, legislative enactment, order, ordinance, regulation, rule or other binding restriction which relates to the protection of individuals with regards to the Processing of Personal Data to which a Party is subject, including the Data Protection Act 2018 and the GDPR; and (b) any code of practice or guidance published by the ICO from time to time;

	"Data Protection Particulars"
	means, in relation to any Processing under this Contract:

(a)
the subject matter and duration of the       
Processing;

(b)
the nature and purpose of the Processing;

(c)
the type of Personal Data being Processed; and

(d)
the categories of Data Subjects;

	"Data Subject"
	has the meaning set out in the GDPR;

	"Data Subject Request"
	means an actual or purported subject access request or notice or complaint from (or on behalf of) a Data Subject exercising his rights under the Data Protection Legislation;

	"Data Transfer"
	means transferring Customer Data to, and/ or accessing the Customer Data from and/ or Processing the Customer Data within, a jurisdiction or territory that is a Restricted Country;

	"GDPR"
	means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and repealing Directive 95/46/EC (General Data Protection Regulation) OJ L 119/1, 4.5.2016;

	"ICO"
	means the UK Information Commissioner (including any successor or replacement);

	"ICO Correspondence"
	means any correspondence from the ICO in relation to the Processing of the Customer Data under or in connection with this Contract;

	"Permitted Purpose"

"Personal Data"
	means the purpose of Processing as set out in more detail in Schedule 5;

has the meaning set out in the GDPR (and for the avoidance of doubt includes Sensitive Personal Data);

	"Personal Data Breach"
	has the meaning set out in the GDPR and, for the avoidance of doubt, includes a breach of Clause 9.4.1; 

	"Personnel"
	means all persons engaged or employed from time to time by the Contractor in connection with this Contract, including employees, consultants, contractors and permitted agents; 

	"Processing"
	has the meaning set out in the GDPR (and "Process" and "Processed" when used in relation to the Processing of Personal Data, shall be construed accordingly);

	"Processor"
	has the meaning set out in the GDPR;

	"Restricted Country"
	means a country, territory or jurisdiction outside of the European Economic Area which the EU Commission has not deemed to provide adequate protection in accordance with Article 25(2) of the DP Directive and/ or  Article 45(1) of the GDPR (as applicable); 

	"Security Requirements"
	means the requirements regarding the security of the Personal Data, as set out in the Data Protection Legislation (including, in particular, the measures set out in Article 32(1) of the GDPR (taking due account of the matters described in Article 32(2) of the GDPR)); and

	"Sensitive Personal Data" 
	means Personal Data that reveals such categories of data as are listed in Article 9(1) of the GDPR.


9.2 The parties acknowledge that the factual arrangement between them dictates the classification of each party in respect of the Data Protection Legislation. Notwithstanding the foregoing, the parties anticipate that the Customer shall act as a Controller and the Contractor shall act as Processor.
9.3 Each of the Parties acknowledge and agree that Schedule 5 contains an accurate description of the Data Protection Particulars. 
9.4 If and to the extent that the Contractor (for the purpose of this Clause 9, the "Processor") Processes any Customer Data on behalf of the Customer (for the purpose of this Clause 9, the "Controller"), the Processor undertakes to the Controller that the Processor shall:
9.4.1 implement and maintain appropriate technical and organisational security measures sufficient to comply at least with the obligations imposed on a Controller by the Security Requirements; 

9.4.2 take all reasonable steps to ensure the reliability and integrity of any Personnel  who have access to Customer Data, and ensure that each member of Personnel shall have entered into appropriate contractually-binding confidentiality undertakings;
9.4.3 ensure all Personnel who have access to Personal Data have undertaken appropriate data protection and information security training; 
9.4.4 only Process Customer Data for and on behalf of the Controller in connection with the Permitted Purpose and for no other purpose in accordance with the terms of this Contract (and only on instructions from the Controller, including those in this Contract, to ensure compliance with the Data Protection Legislation);
9.4.5 unless prohibited by law, promptly notify the Controller (and in any event within forty-eight (48) hours of becoming aware of the same) if it considers, in its opinion (acting reasonably) that it is required by Applicable EU Law to act other than in accordance with the instructions of the Controller, including where it believes that any of the Controller's instructions under 9.4.4 infringes any of the Data Protection Legislation; 
9.4.6 allow representatives of the Controller (or the Regulator where applicable), on the Controller's written request, to audit the Processor in order to ascertain compliance with the terms of this Clause 9 and/ or to provide the Controller with reasonable information to demonstrate compliance with the requirements of this Clause 9 on reasonable notice, including: 

(a) if requested, before any Services commence; and/or

(b) no more than once during any subsequent year of the Contract; and/or

(c) at any time if any regulator (including the ICO) of the Controller requests or requires an audit of the Controller and/or any of its service providers;

9.4.7 at the option of the Controller, on request, to provide the Controller with evidence of the Processor's compliance with the Processor's obligations under this Clause 9;
9.4.8 comply with the obligations imposed on a Processor under the Data Protection Legislation;
9.4.9 only store Customer Data within the European Economic Area and not transfer any Personal Data outside the European Economic Area without the prior written consent of the Controller, and in granting consent to the transfer, the Controller may impose such terms on the Processing of the Customer Data and on the Processor and/or any overseas processor of the Customer Data as the Customer requires to ensure that the Personal Data is adequately protected in accordance with the Data Protection Legislation; 
9.4.10 assist the Controller in ensuring compliance  with the obligations imposed on a Controller under Articles 32 to 36 (inclusive) of  the GDPR; 
9.4.11 as soon as possible (and in any event within 24 hours) notify the Controller upon becoming aware of any actual or suspected, threatened or 'near miss' Personal Data Breach, and:
(a) implement any measures necessary to restore the security of compromised Customer Data; and
(b) assist the Controller to make any notifications to the Regulator and affected Data Subjects;

9.4.12 promptly (and in any event within forty-eight (48) hours) inform the Controller following  the receipt of any Data Subject Request or ICO Correspondence received by the Processor in relation to Customer Data Processed pursuant to this Contract and shall:

(a) not disclose any Customer Data in response to any Data Subject Request or Regulator Correspondence without first consulting with and obtaining the consent of the Controller; and 

(b) provide the Customer with all reasonable co-operation and assistance required by the Controller in relation to any Data Subject Request or Regulator  Correspondence.
9.5 Except to the extent required by Applicable EU Law, the Contractor shall cease immediately to use or Process any such Customer Data received from, or on behalf of, the Customer under this Contract and shall return to the Customer on demand or, at the request of the Customer in writing, destroy or permanently erase all Customer Data and copies of the Customer Data in its possession or control, and ensure that all such data is securely and permanently deleted from its systems, on the earlier of:
9.5.1 the termination or expiry of this Contract (or upon expiry of any termination assistance period) (as applicable); or
9.5.2 the date on which the Customer Data is no longer relevant to, or necessary for, the Permitted Purpose.
9.6 The Contractor shall give the Customer a certificate signed by one of its senior managers confirming that it has fully complied with Clause 9.5.

9.7 The Contractor acknowledges and agrees that the Customer owns the Intellectual Property Rights in the Customer Data and such data remains the property of the Customer. To the extent strictly necessary, the Customer hereby grants the Contractor a non-exclusive, royalty-free license to use the Intellectual Property Rights in the Customer Data solely for the purposes of this Contract.
9.8 The Processor will promptly notify the Controller about any matter which may cause the Customer to become non-compliant with any relevant legislation applicable to the Processing of the Customer Data and provide such information about remediation as the Controller shall reasonably require. The Controller may require the Processor to suspend the Processing until the breach is remedied to the satisfaction of the Controller.  
9.9 The Processor shall not disclose Customer Data to a third party in any circumstances without the Controller's prior written consent.  Subject always to Clause 9.10, if the Processor wishes to appoint a subcontractor (or allow its sub-contractors to access the Customer Data), for Processing solely in connection with the Permitted Purpose, the Processor must first obtain the Controller's approval in writing, such approval not to be unreasonably withheld or delayed. 
9.10 The Processor will ensure that any sub-contractor appointed under Clause 9.9 shall be engaged on terms providing equivalent, and in any case no less onerous than, protection in relation to the Customer Data to those set out in this Contract and provide equivalent rights to the Customer against the sub-contractors. The Processor shall remain liable to the Controller for the acts, errors and omissions of any of its sub-contractors to whom it discloses Customer Data, and shall be responsible to the Controller for the acts, errors and omissions of such sub-contractor as if they were the Processor's owns acts, errors and omissions to the extent that the Processor would be liable to the Controller under this Contract those acts, errors and omissions. 
9.11 The Processor shall indemnify the Controller against any loss or damage suffered by the Controller, including any fines imposed on the Controller by the ICO or other regulator of the Controller, in relation to any breach by the Processor of its obligations under this Clause 9.

10. Information Security
10.1 The Contractor undertakes to comply with industry best IT security practice in providing the Services, which shall include compliance with ISO 27001 or its replacement from time to time.
10.2 The Contractor will ensure that it implements and maintains appropriate security controls to ensure the confidentiality and integrity of all Data, including any security measures set out in Schedule 1 and the Secure Access Control Measures. The Contractor shall not downgrade the security configuration of any system processing any Data without the prior written consent of the Customer.
10.3 Without prejudice to the generality of Clauses 10.1 and 10.2, the Contractor shall ensure that all Data is protected at all times, in such manner as is consistent with the data security classification agreed between the parties as applicable to such data, from corruption, and from unauthorised access and interference, both while such Data is within the possession and control of the Contractor and while (if transmission is consistent with the classification of such Data and is strictly required for the purpose of performing the Services) it is in transit across a network (whether public or private).
10.4 Unless instructed otherwise by the Customer, the Contractor shall not:
10.4.1 disclose, use, modify, store, copy or adapt the Data, unless specifically and expressly required for the purposes of complying with its obligations under this Contract;
10.4.2 merge or combine the Data with other data; or
10.4.3 remove any proprietary or copyright notices contained within or relating to the Data, except as may be necessary for the performance by the Contractor of its obligations under this Agreement or as otherwise expressly authorised by the Customer.
10.5 In the event that the Data is corrupted or lost or sufficiently degraded as to be unusable, the Contractor shall:
10.5.1 immediately notify the Customer of the occurrence of the loss or corruption of the Data;
10.5.2 restore, or procure the restoration of, the Data to the extent required by, and in accordance with, the Contractor's Information Security Plan; 
10.5.3 provide the Customer with a full refund in respect of any charges levied by the Contractor in respect of the collection, processing, storage and/or transmission of the proportion of the Data which has been corrupted, lost or become unusable; and

10.5.4 indemnify the Customer against all losses, costs and expenses incurred by the Customer as a result of such corruption to or loss of Data.
10.6 The Contractor shall ensure:

10.6.1 the logical segregation of the Data from any data of any third party;

10.6.2 it has in place appropriate measures to protect against any virus or malicious attack (including denial of service attacks) which may impact on the Data; 
10.6.3 it has in place appropriate physical and technical access control measures, including physical access restrictions to its data centres to ensure that only those persons who require access to the Data for the purposes of this Contract are able to access the Data; and
10.6.4 it implements, and complies at all times with, the Secure Access Control Measures.

10.7 Within 1 month after the Effective Date, the Contractor shall develop an Information Security Plan that will ensure the confidentiality and security of the Customer's Confidential Information and shall submit the plan to the Customer for review and approval. The Customer may require that amendments are made to the Information Security Plan before it can be approved by the Customer. Once the Information Security Plan has been approved by the Customer, the Contractor shall implement the Information Security Plan in accordance with its terms.
10.8 The Contractor shall ensure that it has in place a facility for off-line back up with a reputable data and software escrow provider which has either been chosen or approved by the Customer. The Contractor shall ensure that: 
10.8.1 its agreement with the escrow provider ensures the release of the Data to the Customer on termination or expiry of this Contract for any reason;
10.8.2 its arrangements with the escrow provider enable the Contractor to provide fully the exit services described in Schedule 1;

10.8.3 the performance by the Contractor of the exit services described in Schedule 1 shall enable the Customer to access and gain control, and take possession, of all Data.

11. disaster recovery and business continuity
11.1 As a minimum and to ensure the resilience of the Services, the Contractor shall ensure that the Services are provided from two synchronised data centres (in addition to the back up facility provided in accordance with Clause 10.8).

11.2 The Contractor shall deliver to the Customer a copy of its disaster recovery and business continuity plan on request.  The Contractor shall maintain and test its disaster recovery and business continuity plan on a regular basis (no less than once in every 12 month period).  Any changes the Contractor makes to its disaster recovery and business continuity plan will provide at least the same level of disaster recovery and business continuity as the then current disaster recovery and business continuity plan. The Contractor will notify the Customer when any material changes are made to its disaster recovery and business continuity plan and shall, on request, provide a copy of such updated plan to the Customer.

11.3 Each Party shall notify the other Party as soon as reasonably possible if it believes that there has been, or is likely to be, a material disruption to business continuity that requires the implementation of the Contractor's disaster recovery and business continuity plan. In the event of any such material disruption the Contractor shall promptly implement its disaster recovery and business continuity plan in accordance with its terms and using Good Industry Practice.
11.4 The Contractor will ensure that any system on which the Contractor holds Data, including backup data, is a secure system that ensures complete data integrity in accordance with Good Industry Practice.

12. Liability
12.1 Nothing in this Contract will limit or exclude the liability of either Party for death or personal injury arising out of its negligence, or for its fraud or for any other loss which cannot by law be excluded or limited.
12.2 Subject to Clause 12.1:
12.2.1 in no circumstances will either Party be liable to the other Party for any loss of business, revenue, profits, anticipated savings or goodwill (whether direct or indirect) or for any indirect, special or consequential loss arising out of or in connection with this Contract;
12.2.2 each Party's maximum aggregate liability under or in connection this Contract or its subject matter will not exceed £[ ]. [To be negotiated between the Contractor and the Customer on a contract by contract basis.]
12.3 The exclusions and limitations in Clause 12.2 shall not apply to:

12.3.1 any liability of the Contractor in respect of:

(a) the indemnities in Clauses 9.7 and 10.5.4; or

(b) breach of its obligations in Clause 10 (Information Security);

12.3.2 any liability of either Party for breach of that Party's obligations in Clause 8 (Confidentiality). 
12.4 The exclusions and limitations in Clause 12.2.2 shall not apply to any liability of the Contractor in respect of the indemnity in Clause 3.2.

13. Insurance
13.1 The Contractor undertakes that for the duration of this Contract, it will be covered against employee misfeasance, accident, third party injury, defective products, fire and other risks normally covered by insurance by persons supplying services which are the same or similar to the Services, with the minimum levels of insurance as set out below:
13.1.1 [insert]
13.2 The Contractor will produce to the Customer, at its reasonable request, satisfactory evidence of the insurance arrangements described in Clause 13.1.

14. Term, Termination and exit
14.1 Unless terminated by either Party in accordance with the terms and conditions of this Contract, this Contract will commence on the Effective Date and will continue for the term set out in Schedule 1 ("the Initial Term"). This Contract shall continue after the Initial Term unless and until terminated by either Party giving not less than 3 months prior written notice to the other, such notice to expire at the end of the Initial Term or at any point thereafter ("the Extended Term").
14.2 Without prejudice to the rights and remedies of the Contractor and any Customer, either the Customer or the Contractor may terminate this Contract immediately by giving the other Party written notice:
14.2.1 in the event of a material breach by the other Party which is incapable of remedy;
14.2.2 in the event of a material breach by the other Party which is capable of remedy but which the other Party fails to remedy within 20 Business Days of having been notified of such breach; or
14.2.3 if the other Party has a receiver, administrative receiver, administrator or other similar officer appointed over it or over any part of its undertaking or assets or passes a resolution for winding up (other than for the purpose of a bona fide scheme of solvent amalgamation or reconstruction) or a court of competent jurisdiction makes an order to that effect or if the other Party becomes subject to an administration order or enters into any voluntary arrangement with its creditors or ceases or threatens to cease to carry on business or is unable to pay its debts or is deemed by section 123 of the Insolvency Act 1986 to be unable to pay its debts, or undergoes or is subject to any analogous acts or proceedings under any foreign law.
14.3 The Customer may terminate this Contract in accordance with paragraph 1.2 of Appendix 4 to this Contract.
14.4 Termination of this Contract will be without prejudice to the Parties' accrued rights and obligations.
14.5 On termination or expiry of this Contract, the Parties shall perform any and all termination and/or exit obligations set out in Schedule 1. In particular, the Contractor shall ensure that all Data is returned to the Customer or, at the Customer's election, securely destroyed in accordance with Good Industry Practice and shall perform the exit services described in Schedule 1. Unless otherwise stated in Schedule 1, each Party shall perform its post termination obligations at its own cost and expense.
14.6 Clauses 1 (Definitions), 3 (Intellectual Property Rights), 8 (Confidentiality), 12 (Liability); 13 (Insurance), 14.3 to  14.6  (Termination), 15 (Audit), 16 (Severability),  18  (Third  Party  Rights),  19  (Counterparts),  20 (No Partnership), 21 (Assignment), 23 (No Waiver), 24 (Notices), 25 (Entire Agreement), 26 (Dispute Resolution), 27 (Variation) and 28 (Governing Law) of this Contract will continue notwithstanding termination of this Contract.

14.7 In addition to any particular exit services identified in Schedule 1, the Contractor shall develop and prepare a draft high level exit plan (the "Exit Plan") no later than 1 month following the Effective Date for review and approval by the Customer.    

14.8 The Parties shall review the Exit Plan annually throughout the Term.  The Contractor shall, where required, prepare drafts of updates and amendments to the Exit Plan for approval by the Parties following such reviews.
14.9 Within 10 Business Days of sending or receiving notice of termination in respect of all or part of this Agreement, the Parties shall meet and use all reasonable endeavours to agree the contents of revisions to the Exit Plan required at the date of termination. The Contractor shall implement the Exit Plan at the relevant time. 
15. audit

15.1 In addition to the rights contained at Clause 9.1.1(e), the Customer shall have the right during normal business hours and on reasonable notice to inspect and take copies of all relevant records and/or information, and/or to authorise agents or representatives appointed by the Customer to do so, in relation to any matter in connection with the Services or this Contract including: 

15.1.1 to assess the delivery of the Services in accordance with this Contract (including against the Milestones and the Service Levels); 

15.1.2 investigation of any fraudulent or negligent activity; 

15.1.3 to verify the calculation of the Prices.  
15.2 The Customer's right in Clause 15.1 shall continue in force for 1 year after termination or expiry of this Contract.  
15.3 The Customer shall use its reasonable endeavours to ensure that the conduct of an audit under this Clause 15 does not unreasonably disrupt the Contractor's business.  
15.4 The Contractor shall on demand provide the Customer (and/or its agents or representatives) with all reasonable co-operation and assistance in relation to each audit including without limitation all information requested by the Customer (and/or its agents or representatives) within the scope of the audit and access to the Contractor's personnel and/or the Contractor's systems and/or premises.  
15.5 Each Party shall bear its own costs of any audit provided that where audit shows that the Contractor has over-charged the Customer by more than 4%, the Contractor shall bear the Customer's costs of the audit and shall promptly reimburse the Customer the amount of such overpayment.  
15.6 If any agent or representative of the Customer is authorised to conduct an audit on behalf of the Customer, such agent or representative shall undertake in advance to the Contractor to keep all information obtained strictly confidential and not to use or disclose any such information except for the purpose of reporting the results of its audit to the Customer.

16. Severability
16.1 If any provision of this Contract, including in particular any limitation, is held by a court or any governmental agency or authority to be invalid, void, or unenforceable, the remainder of this Contract will nevertheless remain legal, valid, and enforceable.
17. Force Majeure
17.1 Notwithstanding anything herein to the contrary but subject to Clause 17.2, neither Party will be liable for any delay or failure in performance of any of its obligations under this Contract, to the extent such delay or failure is attributable to a Force Majeure Event.
17.2 Each Party which is prevented from carrying out its obligations as a result of a Force Majeure Event will promptly notify the other Party and will agree an action plan with the other Party, at the cost of the Party prevented from carrying out its obligations as a result of the Force Majeure Event, to mitigate the effects of the Force Majeure Event.
17.3 If performance of the obligations of the Contractor is substantially prevented for a continuous period of 15 Business Days or more by virtue of any of the aforesaid events then the Customer may terminate this Contract, without any liability, by giving the Contractor written notice.
18. Third party rights
18.1 A person who is not a Party to this Contract shall not have any rights under or in connection with it by virtue of the Contracts (Rights of Third Parties) Act 1999 or otherwise. 
19. Counterparts
19.1 This Contract may be executed in counterparts, each of which will be deemed an original, but all of which will constitute the same instrument.
20. No Partnership
20.1 Nothing in this Contract and no action taken by the Parties pursuant to this Contract will constitute or be deemed to constitute between the Parties a partnership, association, joint venture, or other co-operative entity.
21. Assignment
21.1 Subject to Clause 21.2 below, neither Party may assign its rights and/or obligations under this Contract without the prior written consent of the other Party, such consent not to be unreasonably withheld or delayed.
21.2 The Contractor may assign any of its rights and/or obligations under this Contract to a member of its Group. In such cases:
21.2.1 the Contractor shall promptly inform the Customer in writing of the identity of the assignee;
21.2.2 the Contractor shall remain liable for any acts and/or omissions under this Contract irrespective of the assignment; and
21.2.3 if the relevant assignee ceases to be a member of the Contractor's Group then the Contractor shall ensure that this Contract is promptly transferred back to the Contractor and/or a member of its Group.
22. subcontracting
22.1 The Contractor shall be entitled to subcontract parts of the Services to subcontractors without notice (subject to Clause 9.6) provided that the Contractor shall ensure that its contracts with such subcontractors contain terms equivalent to Clauses 8 (Confidentiality), 9 (Data Protection) and 10 (Information Security).  The Contractor shall be liable for the acts and omissions of its subcontractors.
23. No Waiver
23.1 Failure by either Party to exercise or enforce any right or benefit conferred by this Contract will not be deemed to be a waiver of any such right or benefit nor operate so as to bar the exercise or enforcement thereof or of any other right or benefit on any later occasion.
24. Notices
24.1 Any notice required or authorised to be given under this Contract will be delivered by hand or by post to the relevant address stated at the start of this Contract or to such other address as notified (in accordance with this Clause 24) by one Party to the other during the Term.
24.2 Any notice will be deemed to have been served:

24.2.1 immediately if delivered by hand; or 
24.2.2 48 hours after posting if delivered by post. 
24.3 Notices may also be delivered by email to such email address as notified (in accordance with this Clause 24) by one Party to the other during the Term, provided that the sender is able to verify that the email reached the recipient's servers without error. Service of a notice by email will be deemed to have occurred upon reaching the recipient's server without error.
24.4 Where notices are to be served by email, the email must contain the following wording in the subject matter field: "Notice served in accordance with the terms of the Contract between [the Customer's name] and [insert Contractor's name]".
25. Entire Agreement
25.1 This Contract contains the entire agreement and understanding of the Parties and supersedes all prior agreements, understandings or arrangements (both oral and written) relating to the subject matter of this Contract, other than as may be set out in the Framework Agreement. Each of the Parties acknowledges and agrees that it does not enter into this Contract on the basis of and does not rely, and has not relied upon, and will have no remedy in respect of, any statement or representation or warranty or other provision made, given or agreed to by the other Party to this Contract (whether negligently or innocently made) except those expressly repeated or referred to in this Contract and/or the Framework Agreement. Nothing in this Clause will operate to limit or exclude liability for fraud.
26. Dispute Resolution
26.1 Without prejudice to Clause 14, in the event of a dispute between the Parties concerning this Agreement, each of the Parties will, in the first instance, endeavour to reach an agreement in respect of the dispute by following the escalation process set out in Clauses 26.2 to 26.8 
below.
26.2 The aggrieved Party shall provide the other Party with written notice and the problem will initially be referred to the first level contact given in the table below (the "First Level").
26.3 If the problem is not resolved at the First Level or a corrective plan of action has not been mutually agreed upon within 10 Business Days of giving the dispute notice then either Party shall have the option to escalate the matter to the second level contact given in the table below (the "Second Level").
26.4 If the problem is not resolved at the Second Level or a corrective plan of action has not been mutually agreed upon within 5 Business Days of giving the dispute notice then either Party shall have the option to escalate the matter to the third level contact given in the table below (the "Third Level").
26.5 If the problem is not resolved at the Third Level or a corrective plan of action has not been mutually agreed upon within 5 Business Days of giving the dispute notice then either Party shall have the option to escalate the matter to the final level contact given in the table below (the "Final Level").
26.6 The Final Level representatives agree to use all reasonable efforts to meet within 10 Business Days at a mutually agreeable time and place in order to resolve the dispute.
Escalation Points
	Escalation
Level
	Contractor Contacts
	Customer Contacts

	First Level
	
	[                    ] 

	Second Level
	
	[                    ] 

	Third Level
	
	[                    ] 

	Final Level
	
	[                    ] 


26.7 Without prejudice to each Party’s rights to terminate the Agreement, if the Parties are unable to reach agreement on the disputed matter through the process as specified in Clauses 26.1 to 26.6, they may agree to settle it by mediation in accordance with the Centre for Effective Dispute Resolution (CEDR) Model Mediation Procedure. Unless otherwise agreed between the Parties, the mediator will be nominated by CEDR. To initiate the mediation the Parties will send a joint notice in writing ("ADR notice") to CEDR requesting mediation.

26.8 The mediation will start not later than 30 days after the date of the ADR notice, or such later date as the mediator is available. The commencement of mediation will not prevent the Parties commencing or continuing court proceedings, unless the parties agree otherwise.

27. VARIATION 

27.1 Without prejudice to Clause 4.3, no variation of this Contract will be valid unless recorded in writing and signed by or on behalf of each of the parties.

28. Governing Law and Jurisdiction
28.1 This Contract and all matters arising out of it (whether of a contractual or a tortious nature) will be governed and construed in accordance with the laws of England and the Parties irrevocably agree to the exclusive jurisdiction of the Courts of England and Wales.
IN WITNESS WHEREOF, the Parties, intending hereby to be legally bound, by their authorised officers, have executed this Contract on the date first here written.
………………………………………………………………………………………….
Signed for and on behalf of
[INSERT CUSTOMER DETAILS]
Name: Position: Date:
………………………………………………………………………………………….
Signed for and on behalf of
[INSERT CONTRACTOR DETAILS]
Name: Position: Date:
Pro-forma Contract – Schedule 1
	CONTRACT TERM
	

	Initial Term
	[
	To be
	

	
	
	inserted
	]

	Implementation Date
	[
	To be
	

	
	
	inserted
	]


Part 1  
Data Archive to Tape Services

Appendix 1
Service Description and Timescales for Delivery
1. Definitions

1.1. In this Schedule 1 the following words shall have the following meanings

	“Archive Data"
	means the data supplied to the Contractor by the Customer under the Storage Services;

	"Data Centres"
	means the Contractor's data centres located in the United Kingdom 

	“Data Loss or Corruption Event”


	means an event where the Contractor’s automated integrity checks identify a failure or if the Customer reasonably suspects that its Archive Data is unavailable or corrupt;

	“Data Safety Guarantee”

 
	means the undertakings of the Contractor in relation to Archive Data set out in paragraph 2 of Appendix 6 which shall apply unless a Customer has opted out of such Data Safety Guarantee;

	“Documentation”
	means the manuals and other literature provided by the Contractor from time to time to the Customer for use in conjunction with any element or all of the Services and/or the Software;

	"Exit Services"
	has the meaning given to that term in paragraph 2.14.4 of Appendix 6;

	"Fair Usage Policies"
	means the Contractor's policies detailing fair usage of the Storage Services as set out at Appendix 7 to this Schedule 1 or as may be notified to the Customer by the Contractor in writing from time to time;

	"File"
	means a file of Archive Data in any electronic medium;

	“Storage Services”
	The storage services described in Schedule 1;

	“Support Services”
	The support services described in Schedule 1


2. DESCRIPTION OF STORAGE SERVICES 

2.1. The Contractor will provide the Storage Services to the Customer.  The Storage Services shall comprise 2 copies of the Archive Data held in 2 separate Data Centres and a third held with an agreed escrow service provider.  In addition the services shall include the A-Stor software to facilitate the ingest and access of Archive Data to and from the Storage Services together with any necessary support and ancillary services to facilitate the use of the Storage Services by the Customer. 

2.2. The Storage Services are intended to meet Customers’ needs for the preservation of data from accidental loss or damage and from decay or other deterioration of storage media. By default (subject to paragraph 2.3 below) the Contractor will use a reasonable level of encryption but such encryption cannot be warranted to be adequate to prevent hacking or other malicious attack by skilled and determined persons. At the Customer’s choice, the Archive Data may be stored and transmitted without encryption, provided that where the Customer has elected (in writing) for Archive Data to be stored and transmitted without encryption the Contractor shall have no responsibility or liability for the confidentiality or security of such Archive Data to the extent that the confidentiality or security would have been ensured by encryption.

2.3. The Contractor’s obligation to use encryption will apply only to transmission of the Archive Data from the Customer’s network to the Contractor’s data centres. The Contractor shall have no responsibility to encrypt or take any other security measures in respect of transmission of the Archive Data within the Customer’s local environment or network or from the Software (A-Stor) to the Customer’s servers/workstations.

2.4. The Customer will be responsible for the supply and subsequent safe keeping of any cryptographic keys used by the Contractor to encrypt and decrypt data.

2.5. Archive Data will be submitted and retrieved from the Storage Services via a computer running the Software on the Customer’s local network.

2.6. The Contractor will maintain 3 (unless otherwise agreed with the Customer) copies of the Archive Data.

2.7. The Contractor will periodically check the integrity of the 3 (or other agreed number) copies of the Archive Data.  If any problems are found the Contractor will ensure a new copy is created which removes or addresses such problems.

2.8. The Contractor will ensure that the media on which the Archive Data is stored is periodically migrated to ensure compatibility with Good Industry Practice is maintained at all times.

2.9. The Storage Services do not support multiple versions of the same File with the same file-name/file-path.  Once a File has been fully ingested into the Storage Services it can only be updated by supplying a new File that will be stored by the Contractor in place of the old File in accordance with this Contract.

2.10. Updates to an existing File are not possible.  Any updates can only be implemented in accordance with paragraph 2.9 above.
2.11. The Contractor will not delete any Archive Data unless requested to do so in writing (including email) by an authorised representative of the Customer whose authority to make such request has been confirmed to the Contractor in terms satisfactory to the Contractor.  The Contractor will ensure that any deletion of Archive Data is undertaken securely and in accordance with Good Industry Practice.
2.12. Where the Customer is paying on the Pay As You Go basis (as set out in Appendix 2 to this Schedule 1), the minimum charging period for which the Archive Data can be stored is 1 year.

3. FREQUENT ACCESS
3.1. The Storage Services are intended for storing archived data, which is data that is not frequently accessed or updated.  Frequent access to Archive Data stored via the Storage Services will be subject to the Contractor’s Fair Usage Policies. 
3.2. Usage in excess of the notified Fair Usage Policy will indicate non-archive usage and will result in the Contractor monitoring the usage profile of the Customer. The Contractor reserves the right to increase the Prices in accordance with the tables in Appendix 2 to this Schedule 1 on prior written notice to the Customer in these circumstances.
4. Description of the A-Stor Software

4.1. The Software will enable the Customer to transfer Files to and from the Data Centres as part of the Storage Services.

4.2. By default all Archive Data passing into the Storage Services will be encrypted by the Contractor before being transmitted to and stored in the Contractor’s data centres. At the Customer’s choice the Customer’s Archive Data may be transmitted without encryption whereupon the Contractor cannot take any responsibility for the confidentiality or security of the Customer’s Archive Data during such transmission to the extent that such confidentiality or security would have been ensured by encrypting that Archive Data.

4.3. All Archive Data retrieved from the Storage Services will be decrypted on receipt at the Customer’s network.

4.4. The Customer will have exclusive responsibility for the provision and safe keeping of cryptographic keys used by the Contractor to encrypt and decrypt Archive Data.

4.5. The Contractor will ensure that the Software will provide access for the Customer to the Storage Services via a web browser and via a network file share using the NFS/CIFS/SMB protocols.

5. SOFTWARE LICENCE TERMS

5.1. Grant of Licence

The Contractor grants to the Customer a non-exclusive, royalty-free and non-transferable licence to use the object code of the Software for the term of the Contract and on the terms and conditions set out in the Contract.

5.2. Scope of use
The Customer may use the Software on physical or virtual computing equipment or systems for data storage and to receive the benefit of the Services in accordance with this Contract and the normal internal business purposes of the Customer only, such use to include any act which is reasonably incidental to such purposes, including training and disaster recovery.

5.3. System Requirements

The Customer shall ensure that its network and systems comply with the Contractor’s recommended compatible hardware list as set out at Appendix 8 to this Schedule 1 and/or other relevant specifications provided by the Contractor from time to time (providing reasonable prior written notice to Customer) and shall be responsible for procuring and maintaining suitable network connections and telecommunications links from its systems to the Data Centres.

5.4. Restrictions

The Customer shall not rent, lease, distribute, sub-license, loan, copy, modify, adapt or merge the whole or any part of the Software other than as permitted by the terms and conditions set out in the Contract.

If the Customer wishes to achieve interoperability of all or any part of the Software with any other program the information required to achieve this will be available from the Contractor. The Customer shall therefore not translate, decompile, disassemble or reverse engineer all or any part of the Software or attempt to do so or permit any third party to do so or attempt to do so for any purpose except to the extent that any such information is not provided to the Customer by the Contractor and otherwise strictly to the extent permitted at law or expressly permitted by this Contract.

The Customer shall supervise and control the use of the Software and ensure that the Software is used by its employees and representatives in accordance with the terms of the Contract. 

Appendix 2 
Prices [and Payment Plan]
1. Prices
	PAYG price list
	
	
	
	
	

	Data Volume (TB)
	Price (TB per year)
	
	
	
	

	1-100
	£450
	
	
	
	

	101-200
	£400
	
	
	
	

	 >200 
	£360
	
	
	
	

	
	
	
	
	
	

	Paid-Up price list
	
	
	
	
	

	1 - 100TB
	
	
	
	
	

	Term in years (N)
	Discount Factor
	Discount percentage (D)
	PAYG price per TB
	Discounted price per TB per year
	Paid-up-front price per TB for whole term  

	5
	0.889
	11.11%
	£450 
	£400 
	£2,000 

	7
	0.762
	23.81%
	£450 
	£343 
	£2,400 

	10
	0.667
	33.33%
	£450 
	£300 
	£3,000 

	15
	0.471
	52.94%
	£450 
	£212 
	£3,176 

	20
	0.364
	63.64%
	£450 
	£164 
	£3,273 

	25
	0.320
	68.00%
	£450 
	£144 
	£3,600 

	
	
	
	
	
	

	101 - 200TB
	
	
	
	
	

	Term in years (N)
	Discount Factor
	Discount percentage (D)
	PAYG price per TB   (L)
	Discounted price per TB per year
	Paid-up-front price per TB for whole term  

	5
	0.889
	11.11%
	£400 
	£356 
	£1,778 

	7
	0.762
	23.81%
	£400 
	£305 
	£2,133 

	10
	0.667
	33.33%
	£400 
	£267 
	£2,667 

	15
	0.471
	52.94%
	£400 
	£188 
	£2,824 

	20
	0.364
	63.64%
	£400 
	£145 
	£2,909 

	25
	0.320
	68.00%
	£400 
	£128 
	£3,200 

	
	
	
	
	
	

	>200TB
	
	
	
	
	

	Term in years (N)
	Discount Factor
	Discount percentage (D)
	PAYG price per TB   (L)
	Discounted price per TB per year
	Paid-up-front price per TB for whole term  

	5
	0.889
	11.11%
	£360 
	£320 
	£1,600 

	7
	0.762
	23.81%
	£360 
	£274 
	£1,920 

	10
	0.667
	33.33%
	£360 
	£240 
	£2,400 

	15
	0.471
	52.94%
	£360 
	£169 
	£2,541 

	20
	0.364
	63.64%
	£360 
	£131 
	£2,618 

	25
	0.320
	68.00%
	£360 
	£115 
	£2,880 


2. Termination and Early Redemption 
2.1. The Customer shall promptly and in any event within 30 days of the date of termination of this Contract pay to the Contractor all of the Contractor’s outstanding unpaid invoices and any interest and, in respect of Services supplied but for which no invoice has been submitted, the Contractor shall submit an invoice, which shall be payable by the Customer within 30 days of receipt.
2.2. If the Customer terminates the Contract prior to the expiry of the Initial Term or any Extended Term and other than in accordance with Clauses 14.2 or 14.3 of this Contract they will be subject to an early redemption fee (E) per TB of Archive Data that they committed to store through the Storage Services.  E is calculated as follows:
[image: image1.png]



Where:

E
is the early redemption charge;

N
is the original term of the contract in years;

D
is the discount in percentage terms of the paid-up-front price compared to the Pay-As-You-Go price as set out in the Fixed Term price list in operation on the date of signature of the customer agreement,

L
is the list price of Pay-As-You-Go per TB per year for the same amount of Archive Data as according to the Contractor’s price list in operation on the date of signature of the Customer Contract, and

T
is the number of anniversaries of the date of the Customer Contract that have passed since its commencement.  For the avoidance of doubt if the termination occurs on an anniversary then that anniversary will be deemed to have passed and will be included in the calculation of T.

3. Late Payment

3.1. Without prejudice to its other rights and remedies under the Contract or at law, if the Customer fails to pay any Prices or other amounts due or arising under the Contract when due then the Contractor may designate the Customer’s account as having “Unpaid Status”. In these circumstances, the Contractor shall attempt to contact the Customer using the contact details provided by the Customer and via the Customer’s registered office. If payment continues to be outstanding the Contractor may perform the following actions: 

· 30 days after the account entered Unpaid Status: the Customer will be prevented from writing any new data to the Storage Services, but reading data will be allowed in accordance with the terms of the Contract;

· 60 days after the account entered Unpaid Status: the Customer will be prevented from writing or reading any Archive Data to or from the Storage Service;

· 180 days after the account entered Unpaid Status: all Archive Data will be deleted from the Data Centres, the Contract shall automatically terminate and the provisions set out in the Exit Services shall apply.

Appendix 3 
Service Levels
1. SERVICE LEVEL AGREEMENT
1.1. Storage Service Availability
The Contractor shall ensure that the Storage Services are available at least 99.9% of the time (the “Uptime Service Availability”). 

The measurement of the Uptime Service Availability shall be undertaken in accordance with paragraph 1.2 below, but shall exclude: unavailability arising from Customer or third party negligence or default or outages or disruptions (including but not limited to the failure of third party telecommunications networks but excluding any failure of any of the Contractor's subcontractors, agents or employees which are engaged in the provision of the Services); maintenance that is announced at least 10 Business Days in advance, and that does not exceed 60 minutes in any calendar month (“Scheduled Maintenance”); or outages or disruptions to the extent caused by a Force Majeure Event.

1.2. Uptime Service Availability measurement
All measurements are performed at 5-minute intervals and measure the availability of the Storage Services within 30 seconds. Uptime Service Availability measurement shall be carried out by the Contractor beginning on the first day of the first calendar month of this Contract and each subsequent calendar month and is based on the monthly average percentage availability, calculated at the end of each calendar month as the total actual uptime minutes divided by total possible uptime minutes in the month. The Contractor shall keep and shall send to the Customer on request full records of its availability measurement activities under the Contract. Unavailability or disruptions that fall within the scope of the exclusions listed in paragraph 1.1 above shall be excluded from these calculations and do not contribute towards unavailability for these purposes.

1.3. Data Retrieval Latency

The Contractor will ensure that the time to begin transferring a file from the Storage Services to the Customer’s network ("Latency") does not exceed 5 minutes from the time the request is received at one of the Contractor’s Data Centres (the “Latency Service Level”).  Latency Service Level measurement shall exclude disruptions or delays to which any of the exclusions in paragraph 1.1 above (“Storage Service Availability”) apply and shall be carried out by the Contractor beginning on the first day of the first calendar month of this Contract and each subsequent calendar month and is based on the monthly average Latency, calculated at the end of each calendar month. The Contractor shall keep and shall send to the Customer, on request, full records of its Latency measurement activities under the Contract.

Appendix 4 
Service Credits
1. Service Credits
1.1. If availability falls below the Uptime Service Availability in a given calendar month the Contractor shall credit the Customer's account by an amount as follows (percentage of the monthly Pay-As-You-Go rate for the total Archive Data stored, adjusted for volume and commitment):
	Measured Uptime Service
	Credit Amount

	100% - 99.9%
	0%

	99.89% - 99.5%
	10%

	99.49% - 99.0%
	25%

	98.99% - 98.0%
	40%

	97.99% - 97.5%
	55%

	97.49% - 97.0%
	70%

	96.99% - 96.5%
	85%

	Less than 96.5%
	100%


1.2. In the event that the Contractor fails to achieve a 99.9% Uptime Service Availability level in three successive monthly periods the Customer may within one month of the end of the third successive monthly period terminate the Contract upon 7 days written notice to the Contractor.
1.3. The remedies available to the Customer set out in this paragraph 1 are without prejudice to any other rights or remedies of the Customer arising under this Contract or otherwise, provided that the Customer shall only be entitled to claim damages suffered by the Customer as a result of the Contractor's failure to achieve the 99.9% Uptime Service Availability where the Customer has terminated the Contract in accordance with paragraph 1.2 above or in accordance with Clauses 14.2.1 or 14.2.2 of the Contract and in any event such damages will be subject to the limit of liability in Clause 12.  For the avoidance of doubt, this shall not impact on or restrict in any way the Customer's ability to recover damages for any other breach of the Contractor's obligations in this Contract nor the Customer's ability to recover pursuant to the indemnities in this Contract..
1.4. If the average Latency exceeds the Latency Service Level in a given calendar month the Contractor shall credit the Customer's account by an amount as follows (percentage of the monthly Pay-As-You-Go rate for the total Archive Data stored, adjusted for volume and commitment):

	Measured Latency
	Credit Amount

	5 minutes
	0%

	5 – 6 minutes
	10%

	6 – 8 minutes
	25%

	8 – 10 minutes
	50%

	10 - 60 minutes
	75%

	Greater than 60 minutes
	Service considered unavailable


If the Measured Latency is greater than 60 minutes then the Storage Service is considered unavailable and the provisions of paragraphs 1.1 to 1.3 of this Appendix 4 shall apply. 

Appendix 5 

Additional Security Measures
[Details to be inserted]
Appendix 6 
Additional Warranties

1. DELIVERY OF THE SERVICES

1.1. In consideration for the payment of the Prices, the Contractor shall provide the Services in accordance with the terms of this Contract, including the Service Levels and the timescales for performance set out in Appendix 3 and Appendix 4 and shall grant to the Customer a non-exclusive licence to use the Software in accordance with paragraph 5 of Appendix 1 and warrants that the Software shall function materially in accordance with the Specifications.

1.2. Where Service Credits as specified in Appendix 4 are to be payable, Service Credits shall be due by the Contractor and recoverable by the Customer in accordance with the provisions of Appendix 4 and without prejudice to any other rights and remedies available to the Customer under this Contract or otherwise.

1.3. The Parties each acknowledge and agree that any Service Credits payable under Appendix 4 are a price adjustment to reflect the reduced level of Service and are not an estimate of the loss or damage that may be suffered by the Customer as a result of a failure to meet the relevant Service Level. Payment of a Service Credit by the Contractor or the fact that a Service Credit is due by the Contractor, is without prejudice to, and will not limit, any right the Customer may have to damages or non-monetary remedies at law or in equity resulting from, or otherwise arising in respect of, a failure to achieve a Service Level (including any rights of termination).

1.4. In performing its obligations under this Contract, the Contractor will at all times exercise reasonable skill and care and will ensure that the Services are performed by staff that are competent and skilled and experienced in the relevant subject areas.

1.5. The Contractor shall use all reasonable endeavours to meet any agreed performance dates, but time shall not be of the essence for performance of the Contractor’s obligations under the Contract.

1.6. The Contractor shall have the right to make any changes to the Services or the Software which are necessary to comply with any applicable law or safety requirement, or which do not materially affect the nature or quality of the Services, and the Contractor shall notify the Customer in writing in advance of any such event, providing as much notice to the Customer as is possible in the circumstances.

1.7. Except as expressly stated in this Contract, there are no conditions, warranties, representations or other terms, express or implied, that are binding on the parties. Any condition, warranty, representation or other term concerning the supply of the Software and the Services which might otherwise be implied into, or incorporated in, the Contract whether by statute, common law or otherwise, is excluded to the fullest extent permitted by law.

2. DATA SAFETY GUARANTEE AND LIABILITY OF THE CONTRACTOR
2.1. When a Customer retrieves Files from the Service, the Contractor will ensure that the Files are bit-for-bit identical to the File as originally provided by the Customer and will demonstrate this to the Customer through the use of checksums.

2.2. The Contractor will create and maintain an escrow copy of each File.  Each escrow tape containing Customer’s Files will include:

2.2.1. A manifest of contents including file names, paths and checksums in an open format (e.g. XML data structure); and

2.2.2. An open source toolkit for retrieving and decrypting data from the escrow tape.

2.3. When returning Archive Data back to the Customer through A-Stor, the Contractor will ensure that A-Stor will check integrity and only return data where integrity has been verified.  The Contractor is unable to guarantee correct transfer of that Archive Data over the Customer’s own network to the Customer’s destination storage device.

2.4. Subject to the provisions of this paragraph 2 and Clause 17 (Force Majeure) and unless the Customer has opted out of the Data Safety Guarantee in writing , the Contractor warrants that it shall maintain 100% integrity of all Archive Data (the “Data Safety Guarantee”).  The Data Safety Guarantee shall not apply to the extent that the Contractor's failure to meet the Data Safety Guarantee is caused by the Customer's breach of its obligations in this Contract. 
2.5. For the purposes of this Appendix 6, a “Data Loss or Corruption Event” means an event where the Contractor’s automated integrity checks identify a failure or if the Customer reasonably suspects that its Archive Data is unavailable or corrupt.

2.6. If the Contractor detects a Data Loss or Corruption Event, the Contractor shall, as soon as possible, generate a support request with Severity Level 1 and notify the Customer of the suspension of Archive Data transfer to and from the Customer while the Data Loss or Corruption Event is investigated.

2.7. If the Customer reasonably suspects that Data Loss or Corruption Event has occurred the Customer shall generate a support request with Severity Level 1 whereupon the Contractor shall suspend the transfer of Archive Data to and from the Customer while the Data Loss or Corruption Event is investigated.

2.8. In the event that the Contractor establishes following investigation that a Data Loss or Corruption Event has occurred and the Contractor is not able to restore any lost or corrupted Archive Data within 3 Business Days from confirmation in writing to the Customer that a Data Loss or Corruption Event has occurred, and where the cause of the Data Loss or Corruption Event was breach of this Contract by, or the negligence or wilful default of the Contractor, then the provisions of paragraph 2.9 below shall apply.

2.9. In the circumstances outlined in paragraph 2.8 above and subject to paragraphs 2.11 and 2.12 below, the Contractor shall indemnify the Customer against all direct losses and reasonable costs and expenses incurred by the Customer as a result of the loss or corruption of Archive Data.  The Customer shall take all reasonable steps to mitigate such losses, costs and expenses.  This indemnity shall not apply to the extent that the Data Loss or Corruption Event is caused by the Customer's breach of its obligations in this Contract. 

2.10. The Contractor shall maintain appropriate professional indemnity insurance with a reputable insurer for the term of the Contract with a minimum limit of £5,000,000 and shall produce evidence of the same to the Customer on request.

2.11. The Contractor shall have no obligation to make any payment to the Customer under paragraph 2.9 above except to the extent that it has recovered an equal sum from its professional indemnity insurer, provided that the Contractor shall remain liable where the reason for failure to recover from its professional indemnity insurer is that the Contractor has acted or omitted to act in a manner which has invalidated its insurance policy.

2.12. In circumstances where the Customer has not opted out of the Data Safety Guarantee, the Contractor’s total liability to the Customer under or in connection with paragraph 2.9 shall be £5,000,000. For the avoidance of doubt, in no circumstances will the Contractor be liable to the Customer pursuant to this paragraph 2.12 for any loss of profit, or any indirect or consequential loss .

2.13. The Customer acknowledges and agrees:

2.13.1. that the limitations and exclusions of liability in this paragraph 2 are reasonable in all the circumstances and are reflected in the Prices; and

2.13.2. that if it has opted out of the Data Safety Guarantee in writing, it has done so in its absolute discretion and in the full knowledge of the terms of this paragraph 2.

2.14. The Customer agrees that it shall not act in any way or interfere with the Software or the Storage Services in any way so as to compromise the ability of the Contractor to deliver the Data Safety Guarantee.

2.15. The Contractor shall ensure that it has in place a facility for retaining an off-line copy of the Archive Data with a reputable data storage media repository (the “Escrow Provider”). The Contractor shall ensure that: 

2.15.1. its agreement with the Escrow Provider ensures the release of the Archive Data to the Customer on termination or expiry of this Contract for any reason;

2.15.2. the Escrow Provider will allow the Contractor periodic access to the Archive Data and the media on which it is stored and will allow the Customer to audit periodically the retention of the Archive Data by the Escrow Provider, but any Escrow Provider costs connected to such audit must be paid by the Customer;
2.15.3. if the Escrow Provider ceases trading, or enters into liquidation, whether compulsory or voluntary (other than for the purposes of an amalgamation or reconstruction), or makes an arrangement with its creditors or petitions for an administration order or has a receiver or manager appointed over all or any part of its assets or generally becomes unable to pay its debts within the meaning of Section 123 of the Insolvency Act 1986 then the Contractor will use reasonable endeavours to recover the data from the Escrow Provider and will then appoint a new Escrow Provider and submit the Escrow copies to this new provider for safe keeping.  The Contractor will ensure that its contract with the Escrow Provider enables it to recover the Archive Data in the event the Escrow Provider suffers such an insolvency event;
2.15.4. its arrangements with the Escrow Provider enable the Contractor to provide fully the exit services described in Part 3 of Schedule 1 (the “Exit Services”);

2.15.5. the performance by the Contractor of the Exit Services shall enable the Customer to access and gain control, and take possession, of all Archive Data.

3. Data Safety GUARANTEE Customer Obligations
3.1. The Customer must confirm that checksums generated by the Contractor on receipt of files from the Customer are correct before any guarantee of safe storage will be offered.  This can be achieved by either:

3.1.1. Customer supplying a signed list of checksums provided by the Contractor along with the Files; or

3.1.2. Customer signing a list of checksums generated by the Contractor.
3.2. The Customer warrants that the Archive Data shall not include any content that in the United Kingdom:

· is illegal, unlawful, harmful, threatening, defamatory, obscene, blasphemous, or infringes any third party rights;

· facilitates illegal activity;

· depicts sexually explicit images;

· promotes unlawful violence or protest;

· is discriminatory, offensive or harassing based on race, age, gender, colour, religious belief, sexual orientation, disability, or any other unlawful grounds; or

· causes or is likely to cause or that may be used to cause damage or injury to any person or property.

3.3. The Customer agrees with the Contractor that at all times during the Contract it shall:

3.3.1. provide the Contractor with all necessary assistance, co-operation and access to information and its premises and equipment which may be necessary for the Contractor to meet its obligations in relation to the Contract in a timely manner as may be reasonably required by the Contractor from time to time;

3.3.2. ensure that any and all information it provides to the Contractor shall be true, complete and accurate.

3.4. If the Contractor’s performance of any of its obligations under the Contract is prevented or delayed by any act or omission by the Customer or failure by the Customer to perform any relevant obligation in this paragraph 3 or otherwise (“Customer Default”) then:

3.4.1. The Contractor shall without limiting its other rights or remedies have the right to suspend performance of the Storage Services and/or the Support Services until the Customer remedies the Customer Default, and to rely on the Customer Default to relieve it from the performance of any of its obligations to the extent the Customer Default prevents or delays the Supplier's performance of any of its obligations.
Appendix 7

Fair Usage Policies

The current Fair Usage Policy permits retrieval of up to 5% of the Archive Data either by number of Files or data volume per month whichever is the greater.

Appendix 8

Compatible Hardware List
Appendix 1

SUPPORT SERVICE DESCRIPTION
1. Support Services

1.1. Support Definitions:

"Correction" means a change made in the Software or Storage Services to correct errors or defects or to make the Software or Storage Services conform to their then current specifications.

"Level 1 Support" means support which includes responding to hotline calls, searching for previously reported problems, issuing Corrections for previously resolved problems and the `hand-off' of unreported and/or unresolved problems to Level 2 Support.

"Level 2 Support" means support which includes, to the extent possible, the recreation and resolution of reported problems.  This would then normally result in a `hand-off' of unreported and/or unresolved problems to Level 3 Support.

"Level 3 Support" means the resolution of problems that have not been solved by Level 1 Support or Level 2 Support and the provision of maintenance releases.

"Working Hours" means the hours between 08:30 and 17:30 UK time on Business Days.

1.2. Support

1.2.1. The Contractor shall provide Level 1, Level 2 and Level 3 Support of the Software and Storage Services to the Customer (the “Support Services”). The Support Services shall be provided during Working Hours on Business Days.  Outside of these times automated alerting systems are in operation with escalation to a designated analyst.

Appendix 2

2. SERVICE LEVEL DESCRIPTIONS
2.1. The following are the agreed definitions for incidents that the Contractor and the Customer will use:
	Severity Level
	Criteria

	1
	An Incident for which no workaround exists and which has caused an adverse business impact or serious degradation through: 

· an impact on the delivery of services to end users of the Customer;

· an impact on the operations of the Customer and/or on the provision of services by the Customer;

· significant interruption to the operations of the Customer;

· any material impact to service, loss or corruption of Data, or in the provision of incorrect data to the Customer.

	2
	An Incident which has the potential to cause an adverse business impact or serious degradation through:

· an impact on the delivery of services to end users of the Customer;

· an impact on the operations of the Customer and/or on the provision of services by the Customer;

· significant interruption to the operations of the Customer;

· any material impact to service, loss or corruption of Data, or in the provision of incorrect data to the Customer. 

	3
	Any function of the Services is unavailable or has slowed down such that there is an impact causing a reduction in efficiency of the Customer but a Workaround is proposed and implemented by the Contractor.

	4
	Minor Incidents which the Customer can easily avoid or work around for which there is no urgency for resolution. 


3. RESOLUTION TIMES
This will be a measure of the time for the Contractor to provide a Resolution to Incidents.

Responses consist of providing, as appropriate, one or more of the following to the originator:

· a Workaround,

· an existing Correction,
· a new Correction for the current release,
· an available release,
· a release commitment for Severity Levels 2 and 3,
· notification of non-problem.
Closure

· Closure consists of providing a final Correction of the Incident to the originator including further releases of the Software or Storage Services and revised or new Documentation as necessary.
The agreed Contractor Response and Resolution times resulting from an Incident are as follows: 

	Severity Level 
	Initial Response Time
	Closure

	Severity Level 1 
	1 Working Hour
	5 days

	Severity Level 2 
	4 Working Hours
	5 days

	Severity Level 3 
	2 Business Days
	30 days

	Severity Level 4 
	10 Business Days
	100 days

	Informational
	30 days
	At agreed release


Exit Services
Appendix 1

Exit Service Description 
1. Exit Services

1.1. If the Customer exits the Service then their Archive Data is available to them through the agreed Escrow Provider.   The Archive Data held in escrow is in the form of one or more data tapes that have the following characteristics:
1.1.1. Escrow tapes for each Customer are completely independent from the escrow tapes for other customers;
1.1.2. Archive Data is stored on LTO data tape as a set of files accessible using LTFS; 
1.1.3. A toolkit is included to aid in retrieving the Archive Data from the tapes, for example to simply decryption and integrity validation;
1.1.4. The toolkit is built from widely available open-source tools from third-parties.  A copy of the toolkit is included on each escrow tape and is open source; 

1.1.5. Bagit is used to structure the Archive Data on the tape and allow it to be verified;
1.1.6. The escrow tapes will be regularly migrated by the Contractor to avoid technical obsolescence with the maximum period between migrations being 5 years;  

1.1.7. The Customer is able to validate that they are able to read and restore their data from escrow by requesting that the Contractor provides sample escrow tapes that the Customer can use to test out the restore process and supplied toolkit.  
1.2. Audit trail support from the Storage Service allows the Customer to access a full record of which of their files are safely stored in escrow.  This includes details of which files are on which tapes and hence allows the Customer to build their own inventory of what is in escrow should they require.
Pro-forma Contract – Schedule 2 
Contractor’s Service Order Form 
Pro-Forma Contract – Schedule 3
Commercially Sensitive Information
Pro-forma Contract – Schedule 4

Secure Access Control Measures

[Details of measures to be inserted]

Pro-forma Contract – Schedule 5

Data Protection Particulars

	The subject matter and duration of the Processing


	[Note: tie the subject matter to the Customer Data].  

[Note: Set out the intended duration of processing e.g. "All such Processing will be for the Term".]


	The nature and purpose of the Processing


	[Note: Insert a description of the Permitted Purpose and why the Customer Data requires to be processed by the Contractor]


	The type of Customer Data being Processed


	[Note: Tie this to the type of data being processed about each category of data subject] 


	The categories of Data Subjects
	[Note: Tie this to the data subjects.]


	Permitted Recipients of the Customer Data 


	[Note:  Outline the relevant permitted recipients of the Customer Data.  This should tie in to the description of the relevant project in the rows above]
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