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IMPETUS Project

Infrastructure for Multi-Professional Education and
Training Using Shibboleth

Funded by JISC (Core Middleware Programme)

Partners: DMU, Leicester University, University Hospitals
of Leicester NHS Trust (Pathway Project)

IMPETUS tasks:

— Investigate user requirements for multi-professional
education and training

— Investigate organisational and legal issues

— Build Shibboleth demonstration system



Call for a Multi-Professional approach

Department of Health, 2000. A health service for all
talents: developing the NHS workforce.

access to high quality services when needed, seamless care between
primary, secondary and tertiary settings

“It is about looking at the workforce in a different way, as teams of people
rather than as different professional tribes. For too long we have planned
and trained staff in a uni-professional/uni-disciplinary way without a clear
and comprehensive look at the future.”

" .. .itis important that the NHS should work together with the higher
education providers and accreditation bodies to develop education and
training arrangements which are genuinely multi professional.”



Multi-Professional Training

shared learning - in clinical settings as well as the
classroom

common learning objects

credit transfer — between disciplines and between
Institutions

HEI's are being asked to work collaboratively, with
awareness of their particular specialisms, rather than
competitively



User Needs Analysis

Method: interviews with stakeholders

Findings:

« Wide range of users, with diverse roles:
students, teaching staff, clinical staff,
administrators, researchers, visiting lecturers,
etc

« Wide range of systems and resources - in the
Centre, the partner organisations, and national
and international sources

e e-Learning integration — 3 VLEs: Blackboard,
Fretwell-Downing, Kallidus

[Continued]



User Needs Analysis (2)

* Any time, any place access - Support for
“Roaming”

« Users want access to their desktop environment
 Hardware

— Fixed location and Wireless

— PDAs

« Different access management initiatives —
Institional / Enterprise-wide Single Sign On,
Smartcards



Shibboleth

Supports Federated Access Management
Developed by Internet2

Open source

Flexible, extensible

growing international acceptance in FE/HE
sectors (USA, UK, Australia, Switzerland,
Netherlands, Spain, France etc.)
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Shibboleth Components

WAYF : Where Are You From server
|dP : Identity Provider (Authentication)
SP : Service Provider (Authorisation)

SAML (Security Assertion Markup
Language)

Federation



http://ribble.dmu.ac.uk/impetus/demo.html
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SEGINUS

In order 1o fulfill the regquest for a web resource you have just altempied 1o access,
information must be obtamed fom your identify provider. Pleaze select the provider
with whoch you are affiliated.

Choose from a list:

i-lilesmnp IDi:'W| [ Select ] ﬁememberfﬂriesslnn—{f:

or
Search by keyword:

Meed assistance? Bend mad to Techinical Sugoort with descriplion

Shibboleth.
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Desktop IDP

Flease login:

JID

Passward

The resource hat you have attermpted o access reguires thatvou 10g hwath wourn b wour
Dresklop 1IDP LAD.

& Shibboleth.
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DU Test Resource 1

Index hame

Thiz is page iz protecled by the Shibboleth syslem wsing an unscoped atinbute "edulnscopad-affiliation”s

This 15 prolected using the allibule "WEMBER"

Here are sorme piaces of infermation | can tell abaul you using the information Shbboleth gves me:

accept i imayge/yif, image/s-wbitmap, imaye/jpey, image/pjpey, application's-shockwave-flash, application/vnd ms-excel, applicationind. ms-
powerpoint, application/msword, “™

referer 15 hitpsz¥idp.shibboleth.dmu.ac.ukishibboleth-idp/SS0?target=cookiedshire=htps%3A%2F%2 Fshibboleth.dmu.ac.uk®2F Shibboleth.sso%
2FSAML%2FPOST&providerdd=urnf3Amaceaiffed e IAdmuIAsp Etime=1150312306

accept-language is: en-gh

connechion 15: Keep Alive

usar-agent i Mozilla/4.0 [compatible; MSIE 6.0; Windows NT 5.1; SW1; NET CLR 2.0.50727; .NET CLR 1.1.4322)

hast 1z: shibboleth.dmu.ac.uk

cache-control is: no-cache

+ cookie is: JSESSIONID=T9FSA5ACTF EBDSBO0FIFFAASEBATODZY; shibstate_bblfe279067 9efeald hectibdT ca19ab9dblede a=httpsHIA%ZF %

2Fshibboleth.dmu.ac.uk%?Flest_resourcefi2Fresourcet.jsp; “saml |dp—d:¢.lu0mlhﬂﬂﬁhﬂ%mﬂthpkﬁHrﬂmlkn&%ﬂ'ﬁﬁh
_shibsession_hhife2r90679efe el becih97 ca19269dhlesela= _d9e 192 cB 1050076 X0 cIatE T T i

shibeattributes is

PRJIc3BvhnNIHBGSzPSH cmd6b2FzaXME b m FZXMed G MEUOFNTDox LA cH el G b2wIlEluUm Yz eGluc2WUbz0i X2Uz MmJ[Zm yZTUwWNDNh NWYIND
shib-origin-sie is: um:mace:fed:dmu:deskzidp

shib-identity-provider is; wrnimace:fed:dmudesk:idp

shib-authentication-method is: unzoasismames:tc:SAML 1. 0:am:unspecified

shib-application-id is. default

shib-ep-unscopedafiliation is- MEMBER

shib-parson-surnarme is: Desktop Test User 1

shib-person-commanname is: diul

coment-length is: 0

REMOTE_UZER iz null




IMPETUS Technical Work

Installed Shibboleth components
— Version 1.2, then 1.3

Configured separate IdPs to work with DMU e-Directory
and Active Directory

Created test resources, test users

Currently:

Working on integrating with 3 Party Applications:
uPortal, Blackboard

Moving DMU-hosted components to project partners
Setting up Shibboleth-Athens option with DMU Library



Shibboleth Documentation

Internet2 Shibboleth pages
http://shibboleth.internet2.edu/

http://shibboleth.internet2.edu/support.html

Support documentation (Wiki)
Email Lists: SHIBBOLETH-USERS, SHIBBOLETH-DEV

http://www.jisc.ac.uk
JISC Briefing Papers, Core Middleware Project Pages

Middleware Assisted Take-Up project
http://www.matu.ac.uk/




Issues

Technical

Multiple components, multiple versions

Sensitive to local environment, e.g. firewalls
Reasonable level of knowledge/expertise required
Integration with 3rd-party apps can be complicated

Over-lapping technologies: Novell Identity Manager,
WS-*, etc.?

Moving targets: Shibboleth 2.0 due next year
Non-Web resources?

Legal

UK Access Management Federation — need to extend?



More Information

 IMPETUS Project
http://ribble.dmu.ac.uk/impetus

* lan Bloor ipb@dmu.ac.uk
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