connecting castles securely
With sale share

Simon Thompson
Director of IT for Informatics

@ Swansea University Medical School



How are we ?

Swansea University medical School — 3" Best in UK

Somewhere called Oxford / Cambridge are better apparently ©
http://www.walesonline.co.uk/news/health/swansea-universitys-medical-school-uks-12986635
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Wales is the best part of the united kingdom sitting proudly on the west side of the
country.

Devolved government in which Health is devolved
Population 3.5m humans and 10m sheep (with excellent healthcare)



% SAIL DATABANK
SAl I_ Data ba n k (https://saildatabank.com/)

* Over 9 billion records for >5 million people
* Much data goes back 10-20 years

* All pre-linked data

300+ feeder systems across Wales

>£5 million investment in high performance IT
* Industrial strength, reusable infrastructure.

* >300 users,

* >f90m projects from UKRCs

* 140+ approved SAIL projects, with 79 active today

e 100 staff in Swansea working on Health Informatics-

related projects




SAIL Databank Reach

OVER

USERS




MRC-funded institute of health
informatics

£9.3 million investment at Swansea
Four Centres across the UK

Centre for Improvement in Population
Health through E-records Research
(CIPHER)

(Swansea, Cardiff, Bristol, Uni of W
Australia, Curtin, Ottawa)

Focus on large scale studies

7

/

|\l'.'
®) e

A
S

U/
L]

o CIPHER
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* Aim: provide the physical and
electronic infrastructure to facilitate
collaboration across the four nodes

UK Secure e-Research Platform
(UKSeRP)

* National Research Data Appliances
(NRDA)

 New methods, public engagement,
innovative governance, capacity
building

“The Farr Institute



 ADRN is a UK-wide partnership:

Universities

Government

National statistics authorities
Third sector

Funders

Researchers

e ADRC-W one of four centres

e £8m investment from ESRC

Part of the focus on governmental

data sharing

Information assurance and privacy

protection

Research Centre
\ Wales

l) Administrative Data

Secure environment for research

Using SAIL infrastructure in Wales,
with UK SeRP

Aimed at UK social researchers

Help accredited researchers carry out
social and economic research

Help to using linked, de-identified
administrative data — information
which is routinely collected by
government organisations.



£4m investment from
MRC

Swansea, Cardiff,
Birmingham, Warwick
Universities

Large in CPU or Memory
servers as host servers

OpenStack VM Stack

Cloud Infrastructure

for Microbial
M RC Bioinformatics

Capacity >1000 virtual
research servers

Compute cloud for
academics

2,880 CPU cores

4PB storage (2.8PB
usable)



UK Secure e-Research Platform
(UKSeRP)

Funded by: MRC & ESRC

AIM: to provide best in class informatics research
platform for national research programmes

Just gone live: Medical Imaging

Next to go live: Include Biomedical / Genomics



Research Access Portal

* End User Experience — Remote desktop to Windows 10 / Ubuntu shared/dedicated system

Loaded with scientific software, access DB, Filestore, all network services E
f=—— - _ e
| Active Directory

mjE]E|

e e P e

Pooled standard config .---.

o ]

I---I_”[___' = " T
- = - - |
/4 = T\~

Vmware View Vmware view - == Data Wdrehouse
Security Server Connection Broker Dedicated configurable
(VPN)

(x3)

Specialist / Custom config

. New Super-Size Desktops

64 Cores, 4TB memory
6TB local SSD raid array

Two Factor
Authentication Server

Window (UKSeRP) / Linux (CLIMB)



UKSeRP / National Research Data Appliance (NRDA)

Regi | / Global
Local Data Catalogue egional / Globa
Data Catalogue
TV [ DATASET
eEncrlon Access Control Data Quality and
Data storage Metrics e« Other Appliance
Documentation
Schema Editor Sharing & IG
Trusted Third Party
BEEEEEE——
Linkage & Matching

elliezien . ] Linkage & Matching
FTP /ETL Artefacts / Files ma MSSQL
ma PostgreSQL

Database Loader
Bg [xternal gmeg 1BM DB2

EEmmmmmmma  MS SQL
Security, Configuration & Capability Model s & Postgresql

ER Diagram
Metrics and

Publishing

g4 HADOOP

User interface for dataset management
Matching and Linkage
Data Loader

Data Quality

Data Catalogue
Pluggable architecture

Simplistic Viewpoint @




A Dataset

/

Specific version & Date

Logomark

@ Halilicatiosd

©

B Local Dama Catalogue

W My Dasati (5 Faecnsrite Diatasats (L0H

Congenital Anomaly Register
and Information Service (CARIS)

Duta Prowiding Organisassen
Congenital Anaomaly Register and Information Service for Wales

All section attach files

v

Overview

Description
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Administrative Contact
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ABMU Heainh Buasd < Contact
01792 123456
audoniageirylongdeman. co.uk

'E‘j Rieguiil Subrcription 1o Dala
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Request

e Print Dataset Paga

k  Data Quality Report

VIMO

A

. 2.6ME

Thsaive
Health

Dt Tyt |
Chynical System Data

Theme / Type / Level

Draitaciat Linval
Individual Persan

Tags

Tags

A

Haalth, Wabes, CARIS, AEMU, Swanssa,
Conginital Ansmoly Ragisler



A Dataset (cont.

Coverage

Data Coverage
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Collection

Data Collection Method
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B Daw Fil

Dataset Period
March 1969 - DecamBsir 2001

B Dt Fils
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Highlights & Know Issues

Data Highlights
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Data Files

Data Tables iz

Mame of Data Table
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* DDI, SPSS, SAS, STATA
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Supporting Files
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e Data “schema” automatically computed

Field Name

Friendly Name

Field Description

wrsonal Identifiable
Data (PID) Type

Field Type

Validation

Toaggle All

Toggle All

Encryption

based on data contained in uploaded file

Decryption

of

¥/Edit

4k

1k

1k

All Fields

PROV_UNIT_CD A

Organisation Code (Unit Code of
Provider)

This is the organisation code of
the health care provider. The
provider code identifies the ...

v Primary Key

v Show in Data Quality Report

Encryption: Key

Choose Decryption Type

Bookmark

Q View More
M/A -
Size
Char = 3 E
Please Specify... = View /Edit

,ﬂ, Ermmors (3) -

SPELL_NUM_E

Hospital Provider Spell Number

This is the organisation code of
the health care provider. The
provider code identifies the ...

Q View Mare
NHS Mumber -
Precision  Scale
Float b= 15 E 5 E
Range - View /Edit
: Primary Key

Show in Data Quality Report

Decryption: Key 50

Choose Decryption Type

Bookmark

Bookmarks (3) -

PID(3) =

EPI_NUM

Episode Number

This is the organisation code of

the health care provider. The
provider code identifies the ...

Q View More

N/A -
Size

Char = 2 E

Local Lookup = View /Edit

Primary Key

~  Show in Data Quality Report

Choose Encryption Type -

Choose Decryption Type -

Bookmark



Data Catalogue — a specific table

Friendly Name of Data Table
Dcrami s hs 200 Records Fields
e il * e Records Fields
55,160,005 9 55,160,095 9
Description Validation (VIMO)
Sed ut perspiciatis unde omnis iste natus ermor sit voluptatem accusantium
dolaremque laudantium, totam rem aperiam, eague ipsa quae ab illo inventane
weritatis &t quasi architecto beatae vitse dicta sunt explicabo. BirE
Nema enim ipsam woluptatem quia voluptas sit aspernatur aut odit aut fugit, sed
quia consequuntur magni dolores £os qui mtione voluptatem sequi nesciunt. -
Nema enim ipsam woluptatem quia voluptas sit aspernatur aut odit aut fugit, sed 1= Top 10 Values x
quia conseguuntur magni dolores eos qui mtione voluptatem sequi nesciunt. |I|| VIMO x
1o
Connection 5tring .
server.darabase table. 12345 f— valid I 2 439x =
valid Imwvalid Missing Ouliers
3 1o2% =
Invalid 4 032% 1
- 5 0.11% ¥
Missing
[ 0.05% «®
Outliers 7 002 1
Heading? 8 001% 1
9 [T
All Fields - AL v 10 0% ,
I
Datetime Range
a Code Name PROV_UMIT_CD SPELL_WLIM_E EFi_MUM CPER_OT = g x
[i] Friendly Mame Organisation Code (Unit Codie Hospital Provider Spell Mumber Episode Number Operatio
of Providen date
shesds  5tart Datetime —
a Descrpnian This is the arganisation code of A number (2pharumenc to A number used 1o identify A rumbe ﬂ 1900-01-01 = View Min, Max, Mean x
the health care provider. The prowide a unique identifier for episades uniquehy, and is 2 pastion
prowider code identifies. each hospital prowider. . saquence number for esch . o & path 00:00:00
QU view More QU iew More O bew More QU view
o Field Type ichar Size 3 int Size 4 wchar Sire 2 smallint Tin leax
wemls  Fnd Datetime
[i] VIO Al 100% vaid Q Miew all 100% valid Q Mew Jal 914K vand Q Miew all 100! ﬂ 2020-12-28 y
ean
LF Tap 10 Values Qoew ¥ Top 10values Q view 00-00-00 2.18225767767603
[i] Merics IF Top 10 values Q Miew - - B oate
E view Min, Max, Mean QL Miew = wiew Min, Max, Mean CL wiew
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New ALF Process

File 1 Deltas

NEW ALF

Gore Datasets

hing Report

ALF_E + Link

ALF2_E + Link

-~

Nurnber
(loakup)

(lookup)

Project Specific
Algorithm + Enc




RA I_ F - ReS | d e ﬂt I a | A I_ F. Relevant as now we can pipeline address cleaning to improve matching

File 1
Cleaned Addresses
+ UKPRN + Extra

Address Base data

For gach Row call
0

WDS Feed

To SAIL

UKPRM = PAF
using PAF and Loakip

Address in WDS UKPRN = PAF
Feed

Substitute Enc
Enceypt ”m:‘ * String with
Bxtra Data Murmber
| o)
Mumber
(leo
Encrypt UKPRN + Substitute Ene
RALF + Link + Data ¥ ExtraDataif ‘JE ::l.-r.u\:;! :h
needed 5

(lookup)

NEW RALF

RALF2_E + Link +
1a

RALF_E + Link



NRDA brings world leading linkage & {ﬁ} {ﬁ} ﬂﬁ} ﬁz ‘ﬁ

e  Assessment of all pairs to decide if they belong to the same person ;; @ % @ ﬁ @

* |dentify all pairs of records for each individual ]{ ° ' 0 {7\

Combine ‘true positive’ pairs together into Groups

*  Group output provides the linkage map \k—/:><

Person A:

Records 1, 2,3, 6, 11
O—(—@
‘ Person B:
(w—)

Records, 5,7, 8

Person C:
O—@

Records 4, 12

Person D:

e Records 9, 10

9999



NRDA brings world leading linkage & {ﬁ} ﬂ?{} éﬁ} 6@2 ‘ﬁ

Hashed and Bloom Filtered Linkage Capability
Demographics Hashed/Encrypted at source
Deterministic and Probabilistic matching strategies

Very small % drop in matching viability

Technology productised,
integrated and available
now

Wales — Australia —
Germany — Canada
collaboration.




UKSeRP uses NRDA

Trusted 3" Party

Data management

Data Catalogue

Capabilifies
Paople

Provigioning Data Loading

D wibjauce

Wabdare i 4
= Fiastore E VDI
5 Templates
B
s
=] ]
-
] ;
Backup, Recovery and DR
% Aciive Directory

|
oo |

* +Postgres, +MySQL, +MongoDB, +ElasticSearch



Recent Expansion

* Image storage, HPC Cluster, (Transmart), EMIF tooling

1 1
| | .
| | Data Appliance
Load balancer : Load balancer :
£ : : Data Model Symantec Incoming -
g Job Scheduler | TransMart | Transformation Harmonisation i Dataset 4_-
& | | |
o | | |
4
e ' XNATF ' '
| S XNAT | |
| DICOM | [
| I |
| | |
| | |
I I I
v v Storage Backup @
o Compute Compute
2 Node Node
9 Storage Storage PostgreSQL PostgreSQL
B £ 360TB
©
£
10 to 15 server,
Open Stack Intel 40 core, Storage Storage » ?akauFt’ Sh: red
96GB+ each 360TB 360TB nfrastructure




Dementias
Platform

Medical Research Council

I
Central Hub ;

UI( Blobank

biobank’

‘Imperial ' Newcastle

Q o 8 8 &
UUULmL«“”Wﬂjjuuuuuu

T\/I’chester © Kings  cardiff

@@@tﬁtﬂilj NAT

Multi centred model — central hub providing central location of cross site analysis and
external data processing/contributions.

OxfT:rd ’/ " Edinbu rgh’

Cohorts

CARDIFF

UNIVERSITY




UKSeRP

Better ROI for funders

Researchers can focus on doing research

IT specialist run the IT

Better performance from combined infrastructure

.

-’ %( "{

¥
/2

Infrastructure




Infrastructure




Remote Access

Desktop Images / Software

Appliance

Infrastructure




HPC / Bespoke Infrastructure

Remote Access

Desktop Images / Software

Data Infrastructuie

Infrastructure

Appliance




HPC / Bespoke Infrastructure
Portal

| Remote Access Remote Access

Desktop Images / Software

Data Infrastructiie
— —

PG ﬁ sQL
E—

Appliance

HAD.

Infrastructure

Appliance




UK Secure e-Research Platform
(UKSeRP)

e Large scale data and compute platform
 Performance and scale

A remote access analytics platform
e Best practice: data management, security, governance
e Suite of standard and bespoke data analytical tools
e Accessible across UK and internationally

* Leaves data ownership with the cohorts/programme
* Each ‘controls’ slice of UKSeRP
* Devolved account and access control
* Information governance remains with cohorts/programme
* Brings together data for DPUK across cohorts

e Enables researchers to focus on the science

Reduce Costs, Reduce Risk



Security Server Connection Server

Last 2 days 215t and 22" March 2017

Maxing at 16 ; o Float Pool

Dedicated Pool

Maxing at 33 . N
i, s =
f”r\"‘fv\_f*/\ i £ =

oA - STATA Pool

Maxing at 10 | T I




ion Server

- 6 months — peek 100 desktops 1 H‘ | ‘




Connection Server

Connection Server

Security Server

Connection Server



Different Security requirements

 SAIL Databank — No geo restrictions / NHS connections
 ADRC — Locked down environments / Safe-Rooms

* FARR — Also Identifiable datasets, vary by project

* DPUK — Multi model / integration, complex

* Biobank — Restricted to project members

* Alspac — Local secure direct access / Users UK

* (more not public yet) — like Perth, Australia

Protecting the data and ensuring only authorised access is key
Twice weekly vulnerability / pen testing — fully aware of our risk exposure (siept well this weekend)
Patching, compliance and Hardening core components



We built a castle |

Wales loves Castles — have 600 of them. Conway Castle



Ca StleS dare Great — Big, Strong, Expensive

* Many Layers of security — restricted building, data
centres, 2 inch steel door, independent alarms,
devolved control of access control system, CCTV,
facial detection, multi vender perimeter firewalls,
internal firewalls 37 vender, network segmentation
and isolation.

e Garrison of solders to protect — team of DevOps
staff, security officers, compliance and governance
people

* Controlled Entry points



Everything outside is vulnerable

* End users / access — have to let people in
* External systems / data suppliers

L T ——
3 | X




Creating Silos

* How do you work together ?
* How do you share data if you never data out ?

We need to trust each other and create tunnels for safe passage of data/access/people



How / Who do you trust ?

* Equivalence, hard to measure so subjective
* Build a relationship up

e Standards and accreditation helpful.
ISO 27001 is great but does not cover governance

* Never fully trust, also put a portcullis at the end the
tunnel just incase ©




The safe share project

Example “service slice”: Farr

Safe share
core

Institution LAN

A e

Janet, internet
or other

o network
Institution LAN

safe share router at edge

A e

Farr trusted
environments

IT MAKES TUNNELS !

The safe share project 38



The safe share project: HAN
design overview

Safe share design principles

10 Gbps connection to Janet

Safe share Core 1 Safe share Core 2

. Otther external connectivity Firewall

Firewall

PN

.

I

Separate copper connection
to firewall per service slice

4 -
A A 'v - -— - - - A A
Service slice 1 traffic il il il il il il il il
DNS DNS
Secure|fore

W

Service slice 2 traffic HSM V sphere Logging

V sphere  Bastion jump
key mgmt staging

staging server

.i

Logging
— SETVICE Slice 3 traffic

pr__/ A
- — - =1 - =1
- - Secure|Core = = = =
— /PN CoNcentrator service slice 4 traffic @

-

i Use case WVIKI / Use case WiKi / .
@ @ BassthrCéLrlmp Authentication coectic Storage spectic Storage Authentication
- - servers senvers

1Gbps IPSec 100 Mbps IPSec

—
capable router capable router @.' . ' @ il

Slice 4 VPN Slice 2
Concentrator Core

==

8licy

ﬁ <

Analysis

-

Slice 3 Slice 4 VPN
Core Concentrator

Analysis

Service Slice 3

-w |-

Slice 3 Slice 3
Connected Router Connected Router

Service Slice 2

-w -

Slice 2 Slice 2
Connected Router Connected Router

TWO main designs @ @
1. All Nodes interconnected @ @
2. All Nodes connected hub-spoke

Slice 1
Connected Router @ Connected Router

Slice 1
Connected Router

22/05/2017



How we have used it

Janet / Other network

Service slice 1
Hub and spoke

Service slice 2
Partial/ full mesh




Why?, could do it ourselves ?

Already connecting 3 organisations — so independent trusted name like JISC advantage,
accreditations, service management and governance strong “selling point”
Same strong standards, guaranteed interconnect / compatibility

Less work
Less resistance

i m\; High assurance
e MOe m High design standards




Could / going to - FARR

FARR v2 — 4 centres to 10 centres

Swansea Edinburgh

Manchester v London

End users from each site could connect to any other infrastructure
Other infrastructure / HPC could securely access datasets in remote data centres



Could / going to - ADRC

Belfast

St %

Southamn

Swansea

|
)

-;_-1 b
=4 3

4 lavi_;,

Swansea UCL



Could /‘goito - ADRC

o
k

N i % i

Southamn

Swansea

- 1O B

. \
wul | |m ]
B

Swansea UCL

All safe room can connect to all data centres — significantly increasing access



Could /‘goito - ADRC

Swansea

b

ﬁ Office for
AN National Statistics

Department
for Work &
Pensions

Secure transfer / access of sensitive large datasets



JISC Safe Share

* We need secure network inter connections

* High assurance / data governance

* Multiple over lays based on use case / requirements
* Trusted third party is the ideal solution

* The key will be for the academia community to buy
into this vision, only at scale does it make sense.

* If we create silo’s then in the end things will be worse
its started....



Questions?

Simon Thompson

simon®chi.swan.ac.uk




