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Partnership Connectivity



Public Sector Roaming - Why? 

 Supporting a mobile workforce
 Support collaboration between organisations within a

particular sector
 Support high level public sector strategies e.g. Health and 

Social Care integration



eduroam

 eduroam solved many of these challenges for the Higher 
Education sector years ago.

 RADIUS-based infrastructure service to enable wireless 
network access at participating institutions. 

 RADIUS hierarchy used to forward user credentials to the 
user’s home institution, where they can be verified and 
validated.



eduroam in UK 

 Approaching 1 million unique devices per month.
 ~90 million successful authentications per month.

 One billion authentications 
 74 territories
 3rd most commonly encountered SSID

eduroam globally 



eduroam

A database of credentials A RADIUS server

A network to share



eduroam

A database of credentials A RADIUS server

A network to share

A national RADIUS proxy

Staff roaming



eduroam National RADIUS proxy Service

Organisation A Organisation B



Europe RADIUS proxy Service



Benefits 
 Reuse existing WLAN assets;
 ‘Zero touch’ user-friendly experience;
 Real-time “member in good standing” check (backed by home organisation 

assistance);
 Reduce the need for customer-facing visitor support;
 Reduce the need for temporary account processes, reducing attack surface;
 Reduce costs associated with SIM-based data provision for roaming staff;
 Increased off-site connectivity and hot-desking opportunities;
 Reduce the overheads of meetings, conferences and events;
 Exert real-time control over staff use of off-site connectivity;
 Staff use connectivity implemented to industry best practices.



Enter Govroam… 

 Facilitate wireless roaming in public sector buildings
 Based on the eduroam model
 Provide efficiencies for public sector organisations

 No additional connectivity required
 Reduce need to issue temporary credentials
 Save costs of procuring additional wireless networks
 Share spaces/Estate rationalisation
 Facilitate better cross-sector collaboration



Govroam
 JISC have deployed the national level infrastructure required to launch Govroam

 3 x Radius Servers (RedHat Linux/FreeRADIUS - load balanced) commissioned 
on 8th September, 2016 *

 Technical Boarding (support and documentation)
 Monitoring
 Troubleshooting
 Facilitate Community Governance
 Interface with international initiatives

*Current solution is temporary for early adopters. A more scalable, permanent 
infrastructure will be deployed by Q2 2017.



Govroam

 Organisations identified to participate in the pilot
 Royal Borough of Kensington and Chelsea Council
 Royal Brompton Hospital
 Kent PSN
 YH PSN
 East Kent Hospitals University NHS Foundation Trust
 Medway NHS Foundation Trust
 NHS Greater Glasgow and Clyde Health Board
 Inverclyde Council



Govroam

 First “live” roaming event took place on 22nd September 2016 during a 
“demonstrator deployment” between Royal Borough of Kensington and Chelsea 
Council and the Royal Brompton Hospital



Govroam National RADIUS proxy Service

Organisation A Organisation B



Proposed model 

 Deploy multiple tiers of RADIUS aggregation.

Example: Participant groups that expect the majority of roaming to be bounded 
within their own domain might design a RADIUS infrastructure that retains roaming 
authentication traffic in their own control as a regional federation.



National Govroam Radius Service

Common SSID & roaming LAN definition

Regional Federation Regional Federation Regional Federation

Proposed model 



Provision 
 Common SSID
 Minimum access e.g. Email, Web, VPN
 Further access at the discretion of individual organisation e.g. NHS organisations 

may be required to provide access to clinical systems for partner local authority 
staff to support Health and Social Care integration

 As with eduroam, Govroam is based on a “fabric of trust”. A co-operation 
agreement not just technology

 Fundamental Principles
 Universal Access
 Common Standard
 Mutual co-operation to resolve issues



»A Governance Committee

»… advised by a Technical Working 
Group...

»... which manages the Jisc Operating 
Team...

»... for the benefit of regional 
federations and their member 
organisations

TWG

GC

JOT

Regional Federation Operators

Organisations

Organisation Model 



Support Model

Home Region

Home Institution

Support

Visited Region

Roaming 

User

Visited Institution

Support

»The point where the 
credentials are authenticated 
holds the answer to the 
majority of user support 
queries

»… so, users must speak to their 
Home Organisation in the first 
instance.

»Their support team will liase 
with the visited site if 
required.



Cost 
 Commercial model still being worked on
 Requirement to balance covering costs with supporting adoption



Govroam Globally 
 There are already Govroam services in Belgium, The Netherlands, Austria and 

Slovenia.
 The Dutch and Belgium initiatives interoperate allowing users in participating 

organisations to roam between the two countries. 





Govroam and eduroam

 Complete separation - not all Govroam participants can integrate with academia *
 Offer both SSIDs at venues where communities mix, by local agreement e.g. 

eduroam within NHS organisations

* Maintain technical compatibility to keep option of future integration open…





eduroam at NHS Sites 

 Many NHS sites in Scotland have eduroam - generally implemented by a partner 
University

 Many different implementations often relying on additional infrastructure and 
relying on bespoke configuration within the NHS Board and the partner University

 NHS sites with no partner University generally do not have eduroam
 Opportunity to provide eduroam in all NHS sites using a standard configuration 

based on the “Visited Institution” model as implemented within NHS Lothian
 SSID can be added when Govroam is implemented
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