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B RI S S K i t n t t e The l4Health goal of applying knowledge engineering to close the
] CO ex L4 ‘ICT gap’ between research and healthcare (Beck, T. et al 2012)
Data as a public good & research efficiencies

= strategic priority for government, NHS, funders (e.g. MRC, Wellcome,

CRU K) New and improved capabilities

What information?
- source?
- destination?

g
HEALTHCARE ’

What information?
- source?
- destination?

New and improved capabilities
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Overview of BRISSKit

* Developing “software as a service” data
management infrastructure based on open-
source applications

* More efficient & easier for researchers

« Offers significant savings in research database
and IT support costs

* Development funded by HEFCE

* University of Leicester in partnership with the
University Hospitals Leicester Trust and the
Cardiovascular BRU

X7 University of I L . .
S . University Hospitals of Leicester [EB
v Leicester J S C y oS



. Example BRISSkit Implementation

al or international
ollaboration

Relationship management
CiviCRM

Sample tracking Electronic Other compone
caTissue data capture (e.g. REDcap)
OBiBa Onyx

ts

Anonymisation

Data warehousing
i2b2

Data querying
i2b2

‘Anonymised data



BRISSKit USPs

. Integrated support for core research processes

« Well-established mature open source applications as
protoyped in Cardiovascular: fully UK customised

« A platform for seamless management and integration
between applications

« An API allows integration with existing clinical systems

« Easy set up, use and administration through browser
(including on mobile devices)

« Capability of being hosted in any compliant cloud
provider including UHL (NHS information governance)
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Research: the semantic bridge

- Bio-ontology!
OBiBa On g

B Classes
= BrissKitQuestionnaire
+— B RiskFactorAlcohol
+— B RiskFactorCigars

Records participg 21—} Raes: e t selection and
consent, questio 8 +— B RiskFacioromer obacce .
. [ +— B RiskFactorSocioeconomic q uery| ng
data and prlmar E +— B RiskFactorTobacco
= HPO
SpeCImen IDS EHE‘I_d—E :”Phenot\,rpicabnnrmalit\,r

+— B Abnormality of the cardiovascular system

. ; . ICD‘E B Abnormality of the hematopoietic system

P F— +— B Diseases of the circulatory system

(ST ‘ +— B Diseases of the skin and subcutaneous lissue

Franine ctoma T ot o B +— B\ Factors influencing health status and contact with health services
Cancal) +— B Persons encountering health services in other circumstances

E— LOING

e B +— B LOINCCLASSTYPES

1- Acute Verbal Consent for samples collection x Skipped {Participant not an acute admissio E — E C|IHIC-E| C|EE‘.§

2. Participant Consent ¥ Completed

+ Compltea +— M| Functional status (e.g. Glasgow)

 Completed

@ Tneive view 11 @ Arsiyin view wl@v0 =0

B +— B Gastrointestinal endoscopy o e i

s +— B Medical Devices "f"v‘"' ;
e S E— SNOMED-CT i | =
: 7 Compteed E +— B Clinical finding :

oot +— B Functional finding [ s o e e =

e +— B Hepatorrhaphy S ke e retie

Exitthis interview ] +— B Observable enﬂw L e R —

E +— B Organism

E +— B Social and personal history finding
E +— B Substance

E +— B Tobacco smoking behavior - finding
+— B Tobacco use and exposure - finding




Who is BRISSKit for?

Modular approaches and scalable tools with open
source licenses make good investments

 Individual researchers and associates
« enterprise-level tools without the IT overheads
« Research themes and departments

 stand-alone instances of required tools to
accelerate research

« Research units and centres

 integrated toolkit with clinical data loading

services, or 'jigsaw pieces’ to complement existing
provision
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BRISSKit Community & Hack Event, Oct 2012
httprAiwww.brisskit. le.ac. uk7noder 35—

issKit.le
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BRISSKit Community & Hack Event

« created ideas pre and post event via
healthresearchhack google group

« 6 hack solutions in 2 days using BRISSKit stack, e.g.

* 12b2 integration using demo data from HES and
cancer research clinical trials data (UCL,
Birmingham, Goettingen, Leicester)

« smartphone app to scan v.tiny barcodes from the end

of sample vials and import info into caTissue

 Integrate CiviCRM study management and REDCap

guestionnaire tool (UHL Respiratory BRU)

e create a simple CiviCRM study creator as a Drupal

plugin

(X University of
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http://www.brisskit.le.ac.uk/node/35

BRISSKit Information Governance
& Security Management Work Stream

Information Governance Toolkit - analysis of Department of Health (DoH/NHS)
IGT requirements vs. BRISSKit organisation/project and services/tools

a) Hosted Secondary Use Team/project (Hosted IGT)

b) Acute Trust (Acute Trust IGT)



https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=411046217573262&lnv=2&cb=299dd661-b849-476f-b250-57ec517f3261&sViewOrgType=22&sDesc=Hosted Secondary Use Team/Project
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=411046217573262&lnv=2&cb=3c174cd4-e7bd-4ff2-8501-974de80eb588&sViewOrgType=2&sDesc=Acute Trust

IGT — Hosted Secondary Use Team/Project

Hosted Secondary Use Teams/Project (HSUT/P)

* For individuals, teams and their projects that process NHS
patient information for the purposes of non-direct care e.g.
clinical research activities and other related patient data
analysis (public health planning).

* These individuals / teams are effectively discrete sub-units
or divisions of their host organisation whose overall
business interests may span a range of clinical and non-
clinical activities e.g. universities, Public Health Teams
hosted/employed by Local Authorities, commercial
organisations.

* This requirement set enables such individuals / teams to
assess the adequacy of |G processes around their projects.



| ReaNo |  Desipon 1

Information Governance Management

Responsibility for Information Governance has been assigned to an appropriate member, or members, of staff
There is an information governance policy that addresses the overall requirements of information governance

All contracts (staff, contractor and third party) contain clauses that clearly identify information governance
responsibilities.

All staff members are provided with appropriate training on information governance requirements.

Confidentiality and Data Protection Assurance

Personal information is only used in ways that do not directly contribute to the delivery of care services where there
is a lawful basis to do so and objections to the disclosure of confidential personal information are appropriately
respected

There are appropriate confidentiality audit procedures to monitor access to confidential personal information
All person identifiable data processed outside of the UK complies with the Data Protection Act 1998 and Department
of Health guidelines

All transfers of personal and sensitive information are conducted in a secure and confidential manner

Information Security Assurance

Policy and procedures ensure that mobile computing and teleworking are secure

There is an information asset register that includes all key information, software, hardware and services
Unauthorised access to the premises, equipment, records and other assets is prevented

There are documented incident management and reporting procedures

The confidentiality of service user information is protected through use of pseudonymisation and anonymisation
techniques where appropriate

There are adequate safeguards in place to ensure that all patient/client information is collected and used within a

secure data processing environment (safe haven) distinct from other areas of organisational activity.



BRISSKit Information Governance
& Security Management Work Stream

Information Governance Toolkit - analysis of Department of Health (DoH/NHS) IGT
requirements vs. BRISSKit organisation/project and services/tools

a) Hosted Secondary Use Team/project (Hosted IGT)

b) Acute Trust (Acute Trust IGT)

IG Training Tool (NHS — University is registered)
Pseudonymisation requirements

Data Management Plan

IT Security & standards — Penetration Testing & Security Testing

Other NHS Standards/Requirements:

- Care Records Guarantee

- NHS Constitution

- NHS Records Management

- Patient Safety DSCN 14/2009, 18/2009


https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=411046217573262&lnv=2&cb=299dd661-b849-476f-b250-57ec517f3261&sViewOrgType=22&sDesc=Hosted Secondary Use Team/Project
https://www.igt.connectingforhealth.nhs.uk/RequirementsList.aspx?tk=411046217573262&lnv=2&cb=3c174cd4-e7bd-4ff2-8501-974de80eb588&sViewOrgType=2&sDesc=Acute Trust

BRISSKit Information Governance
& Security Management Work Stream

Security Management — 1SO27001 / 1SO27002

* Consideration of accreditation (see UCL)

* |Implementation of an Information Security Management System (ISMS)
* Risk Identification, Assessment and Management

* Implementation of Information Security Policy/ISMS Policy

* |Implementation of information Asset Ownership (Risk Assessment,
Assurance Reporting, System Level Security Policy)

* Security controls to protect information assets

* Roles, responsibilities, training and competence

e 1S027002 — 138 controls

e Liaison with Pilot sites (UCL) re ISO27001 requirements and accreditation
* Review of ISO27001 for implications for services/tools offered

* Review of ISO27001 for implications for the organisation offering BRISSkit
services
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Email: brisskit@le.ac.uk
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BRISSK

Biomedical Research Infrastructure Software Service Kit

|5 ABOUTUS PRODUCTS & SERVICES ~CASE STUDIES EVENTS BLOGS WIKI CONTACT
JONATHAN TEDDS

BRISSkit - Biomedical Research Infrastructure
Software Service kit Escrisca

o Log out

Overview

BRISSkit will design a national shared service brokered by JANET to host, implement and deploy biomedical RECENT BLOG POSTS

R e e

research database applications that support the management and integration of tissue samples with clinical ¢ CiVIiCRM
data and electronic patient records. We are uniquely positioned to tackle this through our experience in ¢ Advances in Medical
developing the pioneering open source IT infrastructure for the Biomedical Research Informatics Centre for Sciences
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BRISSKkit components = web services
CiviCRM
Enables end-to-end W CiviCRM 3.1 Demo Site
contact management - _

for volunteers and go
resea rch pa rticipants’ [ @U—HNER 3 Activities ©©® 6 Top Donors Report 000

. ﬁ'\‘EA Type + Subject = Added By = With Assi
trac k'l ng approaches , To  Membership Report (Summary) NN
£ Meeting demo@example.com
— Month Membership Member Total Payments Caontribution Average
Beginning Type Count Made Count
contact, responses, - e I o oo
2009
recruitment, et cotsr semogesampiecam et || rchary st
BT B 2009
> ] SubTotal
exclusions. - —
(i) L ——— = Januar vy 2010 |General
. . . FRB A S Event Income Report (Summary) oo | ¥ 2010 | Student
RM d d SubTotal
CiviCRM was designe I o
for the ‘civic sector’
May 31st, 2010 2010
a n d h aS a n 0 b ° ec February Lifetime
2010
J t demo
d l t h t fl t CHCRI May 2010 :::—T:?
m O e a re ec S My account May 2010 Mem Org 2
. . . Lag out SubTotal
community building
Grand Total 32 $ 0.00 0| $0.00

and non-profit
relationships. S
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OBiBa Onyx

Records participant
consent, questionnaire
data and primary
specimen IDs.

Web-based, secure
data entry by research
staff. E.g. used for all
patient recruits in
LCBRU - mobile
computing on wards
and outpatient clinic in
TMF.

Await significant new
release...

X7 University of

TV TAN
anfEd |

3

Leicester

Biomadical Research Unit:

| FirstMarme
| LastMame  SEIDU

VICTORIA

| Participant P nterview Log
| Participant|D BPt00112928 | | StartDate 26-05-2010 14:54 L F [view |
| | EndDate 27.05-2010 10:27 | —

i Status Completed

Cancel % Print Reports |

Stages

# Hame

Status

Start End  Log

- Acute Verbal Consent for samples collection

- Paper Consent

- Risk Factor

- Samples Preliminary

- Blood Samples Collection

1
2
3
4- Recruitment Context
5
6
T
8

- rine Sample Collection
9 - Enad of Patient Contact

|10 - Medical History
11 - Data Submission

| 12 - Conclusion

» Completed
 Completed
¥ Completed
» Completed
" Completed
« Completed
# Completed
» Completed
* Completed
» Completed

¥ Completed

» Skipped {Participant not an

acute admission) 1455 1455 & 5]

1256 15002 &
15:02 15:03 &~
15:06 15:06 & [
15:07 15:16 &
1516 15018 5
15118 15:30 5
16:07 16:07 5
15:31 1532 B
15:32 15:59 &
15:59 16:06 5

10:26 1027 5

Exit this interview |
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calissue

Holds data on
primary, derived
and aliquot
specimen,
including linear
and 2d barcodes.

Storage
inventory, order
tracking -
currently over
30,000 LCBRU
samples stored
and recorded.

= University of
w Lelcester

Applications  Places  System () ===

118 caTissue Suite v1.1.p5

caTrsue Saite vLLpE - Megila Firefox

N

B

Collection Protocol:

TiTLi Search I Report Problems = Contact Us. Summary ogou
Home ~ Administrative Data ~

Biospecimen Data ~  Search ~

Bulk Operations Help ™

Specimen Details | Events  View Surgical Pathology Report Yiew Annotation Consents

BRICCS

L& J
Particinant (Protocol ID): Register New Parent Label c00244 + Uineage Aliquot
BRtO0002641 (00244) [~ = Label |oos3563894 | Barcode | |
View Participant + Class [Fiuia =] » Type [Plasma

Sbecimen Details
E ()70.0: Blood collaction: 10-28-2010
E ©B520000016066
E ©s00244
©0099832048
© 0083563736
©o039832023
0083563731
©oo0ss832050
E ©BSa0000246833
E @c00244
© 0099832035
© 0083563772
0083563694
E ©B5200006078938520000430516
B ©e00244a
B @ e=00244b
©1042171907
©ersa0000756188

El @ T0.0: Urine collection: 10-28-2010

©B520000066057

- | @ (2) Twitter / Home - M...

| [nick — File Browser]

+ Tissue Site |Not Specified ==

= Tissue Side

[Not Specified

= Pathological Status Mot Specified [E2] Created On =
& Initial Quantity [ 0.5| mi Concentration po/pl
1s Available? Available Quantity [ as|m
= Collection Status |cotlected =3 Activity Status Active
Storage Position P4 Citrate box F3C12P4 =) 8 Map

Comments

External ILdentifier(s) Show Details ¥

Blohazard(s) Show Detalls ¥

Create Child Specimen(s)

©Q none Aliguot

Derivative Create Aliquot/Derived Specimen as per CP
Count Quantity per Aliquot

Print Labels

Submit More Add To My List B

[Documents — File B...
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