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Why data security is important

It's about Trust!

“Trust cannot be ensured
without secure systems...”

People trust the health and
care system to protect
Information.

Data Security must support
digital transformation
otherwise the risk of breaches
Increase and trust will be lost.

Review of Data Security,
Consent and Opt-Outs




Data Security & Protection Toolkit in numbers
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Iterative Development

CareCERT Assurance Portal

Your Progress Review for 2017
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2018/ 19 Assessment

The 201718 Dets Security and Protecfion Requirements (opens in & new tab) define
10 Standards of dats protection. Use this form to assert that your orgenisstion sdheres
to them by providing evidence.

1. Persanal confidental data
2. Staff responsitilifies

3. Training

4 Mensging data sccess

5. Process reviews

. Responding to incidents
7. Continuity

8 Unsupported systems

8. IT protections

10. Accountable suppiers

1. Personal confidential data

Al stsff ensure thet personal confidentis! dta is handled, stored snd
transmitted securely. whether in elecironic or psper form.

Mare sbout the personsl confidentisl dsts standard (opens in = new
tab)

1.1 There is senior ownership of data security and
protection within the organisation.

Owner: You. change

1.1.1 Nama of senior informaticn Risk Owner, Required
1.1.2 SIRO Respansibiity for dets sscurity hes been assigned.  Required
1.1.2 Name of Galdicott Guardian Required
14‘;%«:5@ your staff with responsiblity for dets protecion  Required
andlor

1.1.5 Staff awareness - Leadership (Q1) | feel dats security and
protection are important for my orgenisaticn.

Acoount Logout

Progress
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A Not subitied

You have until April 5th 2018 to complete
your assessment. Read more shout
standard status,

There sre 172 remsining evidence items
thst are required to complete sssertions.

Once you have provided all the evidence
far an assertion you must confirm that the

Publish sssessment s it is now

View a deshbosrd of your progress




What is coming

* New functionality in development*
— Amendment to Org Profile (Department)
— Accessibility and User Interface Improvements

— Provide evidence for multiple organisations but
not submitting

— Public View
— Peer benchmarking & enhanced reporting
— Generate an action plan

* Not exhaustive



| evels

* Standards Exceeded [

v Standards Met ~

X Critical Standards
Not Met

Evidence Items for all mandatory expected requirements have been
met.

The organisation has external cyber security accreditation.
Evidence of best practice.

Evidence items for all mandatory expected requirements have been
met.

Required for access to NHS Digital Data

Equivalent to Satisfactory.

Evidence items for critical legal requirements have not been met by the
organisation.
No access to information sharing tools e.g. NHS Digital Data.



Incident Reporting

 Tool Launched
o https://www.dsptoolkit.nhs.uk/Incidents

« Guidance Published and updated
https://www.dsptoolkit.nhs.uk/Help/29

* Worked with ICO DHSC, NHS England and NHS

* Any comments or suggestions about the guidance
email us on cybersecurity@nhs.net



https://www.dsptoolkit.nhs.uk/Incidents
https://www.dsptoolkit.nhs.uk/Help/29

What is Changing

* The scoring system of SIRI has been changed
* Level 2 is no longer the trigger for reporting

* Number of people effected not a Sensitivity factors
anymore

 Trigger for reporting is harm and impact

* Notification System not an Incident Management
System



What is reportable ?

ICO -The incident is assessed
that it is (at least) likely that some
has occurred and that

the impact is (at least) minor,

DHSC - The incident is (at least) lik
that harm has occurred and
the impact is at least serious.

Where the 72 hours (real hours)

Impact

Catastrophic

Serious

Adverse

Minor

No Impact

4
No

Impact
has
occurred

9

15

Reportable to the ICO

6 8 10

1 2 No Impact has’bccurred 5

1 2 3 4 5

Not Not Highly

Occurred | Likely ikely Likely

Occurred

Likelihood harm has occurred

deadline is not met an organisation must provide an

explanation

Look at the examples at the back of the guidance



E-Learning

Self-registration on e-learning for healthcare (e-
LfH) https://nhsdigital.e-Ifh.org.uk/

Organisation registration
https://healtheducationyh.onlinesurveys.ac.uk/nhs-
digital-data-security-awareness

Access through Athens (http://portal.e-Ifh.org.uk)
More details
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https://nhsdigital.e-lfh.org.uk/
https://healtheducationyh.onlinesurveys.ac.uk/nhs-digital-data-security-awareness
http://portal.e-lfh.org.uk/

Help and Support

* Register
* https://www.dsptoolkit.nhs.uk/Account/Reqister

« Presentation developed to be used by IG Leads.

e https://www.dsptoolkit.nhs.uk/News/25

* FAQs including Training Tool.
e https://lwww.dsptoolkit.nhs.uk/News/9

« DSP Toolkit Support available through.
« Exeter.helpdesk@nhs.net

« Toolkit training and update events
»  https://www.dsptoolkit.nhs.uk/News/10
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Digital

www.digital.nhs.uk

¥ @nhsdigital
enquiries@nhsdigital.nhs.uk

0300 303 5678
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