Jisc Access and Identity Management (AIM)
Evolution and Delivery of Services Plan

Introduction

Jisc’s Access and Identity Management (AIM) strategy (2013-2016) outlines the high level objectives to
continue the evolution of access and identity management for the UK research and education sectors. This
Plan describes how these objectives will be met over the next two years. Originally published in January
2014, this document has been updated to show progress against the Plan.

Both the AIM strategy and plan will have an annual review to ensure we continue to meet customer
requirements. To engage with Jisc in this review and on an ongoing basis you can join the AIM community
group at https://community.ja.net/groups/access-and-identity-management-aim and talk with your
customer engagement representative: https://www.ja.net/support-advice/customer-engagement-team or
usual Jisc contact.

Services

To ensure our portfolio of AIM services continues to meet customer needs we will strive to make them
easier to adopt and run for both customers and their users, while maintaining excellence in service delivery
and value for money.

To do this we have agreed a number of targets over the next two years. Some are service-specific whilst
others are common across services to help produce a single coherent and consistent user experience.

Page 1 14 July 2014



Objective Target Date Progress at July 2014

Maintain a Develop a plan to devolve 31/03/2014 Ongoing. This has been discussed, but
customer focus more direct control to recent feedback indicates this is not a
customers e.g. self service 01/12/14 particularly high priority so will be reviewed
portals. again by 01/12/14
Maintain a Implement a process for FEE— We will gather feedback from the AIM
customer focus systematically obtaining and | Bependenten | Consultation Group* meetings and the
acting upon customer widerJise technology specific meetings (UK
feedback. activity seas | federation TAG, dotixsig? meetings etc.) as
notto well as through existing customer
overburden engagement channels.
DONE
Deliver value for Identify critical software and | 32fe3/2014 The Shibboleth Consortium3is on a stable
money experts and produce footing and we will continue to monitor its
sustainability plan. 30/09/2015 sustainability through paid membership

and to encourage users of the software
(including commercial partners and other
NRENSs) to join the Consortium.

A contract for a further 2 years Moonshot
support and maintenance has been agreed
(until August 2016). A support and
maintenance model ensuring sustainability
will be developed during this period.

Deliver value for Identify opportunities for 31/03/2014 An internal Business Case is currently being

money cost and efficiency savings developed illustrating the benefits to closer
through integration of 30/09/2014 integration of Jisc AIM services hosting,
national and international support and maintenance.

operational infrastructures.

Ensure Jiscis an Ensure federated access is 31/03/2014 Internally, Jisc is developing a new
exemplarin the included in all Jisc services companywide intranet that supports
implementation internally and externally. Ongoing federated access.

and usage of AIM
Externally, the new v-scene* video

conferencing service will support federated
access as does the new Moonshot Wikis.

Deliver value for Produce revised service 31/07/2014 Ongoing as part of wider Jisc funding work.
money business models

' http://www.ukfederation.org.uk/content/Documents/AIMConToR
2 https://community.ja.net/groups/dot | x-sig
3 https://shibboleth.net/consortium/
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Maintain a Investigate managed service | 30/09/2014 We are currently developing a Moonshot
customer focus options to make services managed service capability that will

easier to adopt and run. provide integration between an
organisation's existing directory and the
Moonshot infrastructure - hosted on our
ESX network. This is expected by the end
of 2014. A Managed Relying Party solution
is expected to be delivered in Q1 2015. We
will be investigating whether there is any
demand to further develop these solutions
to include a managed eduroam service and
a managed SAML service. Customer
Engagement will be undertaking a
requirements gathering exercise to
determine demand.

eduroam (UK) — https://www.ja.net/eduroam

eduroam is a highly successful and popular worldwide network access service that isimplemented on a
federated basis. Participating organisations, using their existing infrastructures, connect to nationally
operated RADIUS systems and overlay eduroam network services, which adhere to comprehensive
technical standards. eduroam provides the user with authenticated network logon and access to the
Internet through a single Wi-Fi profile and set of credentials, wherever the service has been made available
by participating organisations. By eduroam-enabling the network, organisations can provide guest
network access services to visitors without the need for guest account management, saving time and cost
for both the organisation and the visitor.

eduroam is currently available in 69 territories worldwide and in the UK each month there are over 24
million successful roaming authentications from more than 400,000 unique devices. To help influence
international development we will work with GEANT partners in the Global eduroam Governance Council.

In eduroam, communication between the access point and the user's home institution is based on the IEEE
802.1X and IETF EAP standards. Jisc will continue to track the standards and development of the
technologies behind eduroam to ensure that we, our customers, and their users have the capability to
benefit from improvements and new features.

Despite the large uptake of eduroam in HE and research, some customers still have issues in successfully
implementing the technology. To reduce the number of issues we will engage with partners developing
tools to make it easier to deploy the technologies and for users to get access. For example, we will actively
engage with the GEANT GN3plus® task that is developing the eduroam CAT tool” to provide assistance in
configuring the correct profiles for devices.

* https://www.ja.net/products-services/janet-futures/video-futures

5 https://wiki.moonshot.ja.net

¢ http://www.geant.net/Services/UserAccessAndApplications/Pages/eduroam.aspx
7 http://cat.eduroam.org/
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Objective Target Date Progress at July 2014
Increase coverage of | Develop plan to increase 31/03/14 eduroam is now available in 69 territories,
eduroam coverage with wider public up from 66 in December. The number of
sector and commercial 31/10/14 unique devices successfully roaming has
organisations. increased to more than 400,000.
We have been working with the Cabinet
Office on helping them develop a proof of
concept for PSNroam —a local and central
government version of eduroam. This is
going well and the aspiration is that
wherever PSNroam is implemented
eduroam will also be available. Discussions
are ongoing with some commerecial
organisations. Cambridge has implemented
eduroam on street furniture as part of its
SuperConnected Cities roll out.
An eduroam awareness day was held at
Portsmouth University, to which were
invited Portsmouth City Council and all the
local Portsmouth colleges. The city council
updated the group on their connected city
project, which plans to have eduroam
across the city wide WiFi
Increase coverage of | Engage with school sectorto | 33fe3f14 There is interest in piloting from both
eduroam demonstrate benefits of Regional Broadband Consortia and
eduroam and discover how 31/10/14 commercial suppliers.
best to implement by
piloting within at least one
local authority.
Increase adoption of | Discover why FE adoptionis | 33fe3fi4 FE adoption has been relatively low due to
eduroam withinthe | relatively low and develop lack of resources and awareness. These
Jisc community plan for increased adoption. | 31/10/14 factors are being addressed and adoption is

starting to increase with 14 new FE
members joining in the past 3 months. We
are developing new marketing material
targeted at FE institutions to further
increase awareness.

The UK Access Management Federation — http://www.ukfederation.org.uk

The UK Access Management Federation provides the UK schools, further and higher education, and
research sectors with a framework for accessing online learning material by using federated identity
solutions, such as Shibboleth. This gives institutions a route to single sign-on to resources and reduces user
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support requirements for publishers and service providers by passing authentication decisions back to
identity providers and allowing for more accurate compliance with licence conditions.

To assist customers (both suppliers and institutions) in providing more granular access to resources and
services we will investigate greater exploitation of attribute availability and release.

The UK federation is a member of the eduGAIN® service, which enables the trustworthy exchange of
information related to identity, authentication and authorisation between the GEANT (GN3plus) Partners'
federations and the global community. The eduGAIN service delivers this through co-ordinating elements
of the federations' technical infrastructure and a policy framework controlling the exchange of this
information. There are more than 20 countries in eduGAIN and we will work with the eduGAIN service to
increase usage by UK federation members by demonstrating the benefits afforded to their users in
increased international collaboration. Where international federations are not currently members of
eduGAIN we will continue to work with them to demonstrate the benefits of interfederation by
establishing bilateral agreements.

8 http://www.geant.net/Services/UserAccessAndApplications/Pages/eduGAIN.aspx
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Objective Target Date Progress at July 2014

Assist customers | Work with members to 31/03/14 The Jisc-funded Raptor-JUse project final

in monitoring better understand report has been published™.

and controlling | federation usage by 31/10/14

resource implementing tools such as A new version of Raptor has been released*

consumption Raptor® and JUSP™. that can parse FreeRADIUS logs for eduroam
and Moonshot.
Discussions are underway with a third party
Identity Provider about statistics they can
provide to the UK federation.

Increase UK Assist at least 3 federation | 33fe3fx4 As of June 2014, 22 Service Providers and 15

participation in members in participating in Identity Providers from the UK federation have

global activities eduGAIN. 31/03/15 opted in to eduGAIN. Discussions are starting
to see how the UK federation can move to an
opt-out model so that federation members will
automatically benefit from eduGAIN.

Widen usage of Start exploring the use of 31/07/2014 We have begun working with The Farr Health

the UK higher assurance in Informatics Research Institute®3, the MRC

federation to federations where services | 31/07/2015 Biomedical Informatics Initiative and the

have a coherent | require them. Administrative Data Research Centres to look

solution for at applying federated access management

education and controls to help improve the security context

research when researchers are accessing digital health
data, including the use of 2 factor
authentication.

Widen usage of | Work with the NEN 31/12/2014 We have had discussions with 2 major school

the UK Technical Strategy Group* sector commercial providers about how they

federation to to increase school sector can best participate in the UK federation and

have a coherent | usage following recent are continuing to work with the NEN on using

solution for structural and funding the UK federation as the federated

education and changes. authentication solution for schools for the BBC

research RES project™.

Widen usage of Increase usage by FE 31/12/2014 80% of FE institutions now use federated

the UK organisations so that 80% access to access Jisc free resources.

federation to of off-campus FE logins to

have a coherent | lJisc's free to FE resources We are in discussion with a 3" party Identity

solution for (such as eBooks for FE and Provider to potentially use their high level

education and Jisc Media Hub) are via the statistics to determine percentage of campus

research UK federation. logins.

® http://www.jisc.ac.uk/whatwedo/programmes/aim/raptor.aspx
'® http://jusp.mimas.ac.uk/

"' http://repository.jisc.ac.uk/5551/

12 https://iam.cf.ac.uk/trac/RAPTOR
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Widen usage of Increase number of 31/12/2014 Membership has increased by 2.7% since Jan
the UK services provider 1st 2014
federation to customers (including
have a coherent | outsourced entities) by Entity registration has increased by 4.7% since
solution for 10% to also include a wider Jan 1st 2014.
education and range beyond that of
research traditional publisher
resources.

Certificate service — https://www.ja.net/jcs

The Janet Certificate Service (JCS) provides SSL server certificates that are used to secure network
services. Where a web service is secured with an SSL certificate, information between the service and the
user’s web browser is encrypted and cannot be eavesdropped on by a third party. SSL certificates also
provide some level of assurance regarding the owner of the web service. Some certificates provide higher
assurance levels than others, the highest being the Extended Validation certificate.

JCS provides all the popular types of SSL server certificates and recommends Extended Validation (EV)
SSL certificate as they typically provide the most appropriate level of assurance for end users. Most
modern internet browsers will display EV SSL-secured web sites in a way that allows visitors to see at a
glance that a particular site is secure and can be trusted, by turning the browser address bar or padlock
green. All Certification Authorities (CAs) who issue EV Certificates must undertake vetting to ensure they
follow the same high security standards when processing certificate requests. This means that visitors to
EV SSL-secured web sites can trust that the organisation that operates the site has undergone and passed
the EV SSL authentication process as defined by the CA/Browser Forum®. By implementing EV
certificates, users will be able to trust that web sites are what they claim to be, rather than fraudulent
mirror sites.

Janet acts as a Registration Authority, carrying out validation checks on member organisations and
verifying certificate requests, on behalf of the commercial certificate authority, currently Comodo.
Comodo signs the certificates provided to Jisc customers.

Objectives Target Date Progress at July 2014

Improve user Reduce time and effortto | 30/06/2015 We have been undertaking a reprocurement of
experience and obtain High Assurance the Certificate Service and have identified a
increase security Certificates by 50%. preferred supplier.

Research and Development

To ensure our services continue to evolve to meet the needs of our customers we undertake a programme
of research and development both to enhance existing services and with a view to developing new
services.

13 https://community.ja.net/groups/nhs-he-forum-connectivity-project/document/may- | 4-farr-institute-medical-
bioinformatics

4 www.nen.gov.uk

' http://bbcarchdev.github.io/res/

' https://cabforum.org/
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Co-design: Identity Management

Co-design* is a new approach building on the way that Jisc already works with partner organisations,
taking it to a deeper level. The partner organisations (RLUK, UCISA, RUGIT, SCONUL), have each
identified issues that are proving difficult to manage within their particular areas of interest, and a number
of these have been developed into projects to take forward.

Identity management is a key issue for all of our digital interactions — technologies need to know who we
are and/or what we are allowed to access or do. It is clearly a very important tool as it gives students and
researchers access to the digital tools that they need to do their work. However there are many complex
issues related to its management and it can be fraught with difficulties that are frustrating for students and
staff and can restrict their ability to operate effectively. There are particular challenges now that
institutions support a far broader range of students and staff, including students studying overseas and
staff on a range of different employment contracts.

The Identity Management area was part of Jisc's original Co-Design pilot project from January 2013 to April
2014. The work from this project will inform the recently approved Prospect to Alumnus*® Co-Design
challenge, which is anticipated will identify a number of Access and Identity related issues around the
student lifecycle and student experience. Jisc's community-led Access and Identity Management
Taskforce will continue to meet to provide strategic oversight over work in this area and ensure that Jisc
developments are aligned with the sector's requirements.

Outside of the research and education sector increasing efforts are being made to investigate and
implement user-centric identity management solutions. We will monitor developments and identify areas
where user-centric rather than institution-centric approaches will benefit our customers and their users.
We will also investigate better linking between identity management and content licences, for example,
looking at the e-content licenses held in KB+*.

In addition we will raise awareness of the benefits of good identity management using further work on the
Identity Management toolkit*°, community building and by embedding the outputs of earlier programmes
into our services (for example, implementing the Raptor®* tool within the UK Access Management
Federation). Case studies of institutions that have gone some way to improving their identity
management will show how costs can be saved and efficiency increased.

7 http://www.jisc.ac.uk/research/funding

'8 http://prospect2alumnus.jiscinvolve.org/wp/

"% http://www.kbplus.ac.uk/kbplus/about

2 http://www.jisc.ac.uk/whatwedo/programmes/di_directions/accessandidentitymanagement/idmtoolkitrev.aspx
2 http://www.jisc.ac.uk/whatwedo/programmes/aim/raptor.aspx
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Objective

Target

Date

Progress at July 2014

Raise awareness
of good identity
management

Devise plan to bring outputs from co-
design process and previous Jisc calls
into the wider AIM strategy.

33/63/20%4

1/12/2014

A process is underway to
restructure the AIM web pages
across the Jisc family to more
clearly showcase relevant
material.

Improve user
experience

Review user-centric identity
management and assess customer
demand.

31/12/2014

Ongoing via the Co-Design
activity and by monitoring the
Government Identity Assurance
Programme and Open Identity
Exchange programmes of work?2.
Examples of potential
interventions include improving
the mobile user experience for
federated authentication,
identifying good practice in
managing prospect and alumnus
identities, and fully exploiting
institutional Google and Microsoft
(Office365) identities.

Raise awareness
of good identity

Provide monthly updates on relevant
activity on the AIM community group

Monthly

Ongoing.

management https://community.ja.net/groups/access-
and-identity-management-aim.
22 B
www.oixuk.org

Page 9 14 July 2014




Identify and pilot | Plan workshops, activities and eventsto | 31/03/2015 A workshop was held as part of
potential new identify potential interventions and raise the Jisc Digital Festival in March?3.
shared services awareness of AIM.
Ongoing via the Co-Design
activity. Examples of possible
interventions that might be
explored include mechanisms for
students and institutions to
securely and efficiently share
documentation with each other, a
"white label" identity
management product or
brokerage to reduce the friction of
taking up off-the-shelf identity
management packages (with
connectors to common enterprise
systems), and an "app store"
delivering specialist software any
time / any place on any device
using commodity cloud
technologies and automatically
tracking institutional licensing.

Moonshot

Project Moonshot?# is a Janet-led initiative, in partnership with the GEANT project and others, to develop a
single unifying technology for extending the benefits of federated identity to a broad range of non-web
services, including Cloud infrastructures, High Performance Computing and Grid infrastructures and other
commonly deployed services including mail, file store, remote access and instant messaging.

The goal of the technology is to enable the management of access to a broad range of services and
applications, using a single technology and infrastructure. This is expected to significantly improve the
delivery of these services by providing users with a common single sign-on, for both internal and external
services. Service providers will be able to more easily offer their services to users from other organisations
using a single common authentication mechanism. This will enhance the user’s experience, and reduce
costs for those organisations supporting users, and delivering services to them.

Moonshot builds on the technologies that underpin both eduroam and the UK federation (EAP, RADIUS
and SAML/Shibboleth) to solve non-web use cases so can be seen as being a complementary solution to
these AIM services. Project Moonshot also provides a novel approach to establishing trust between
network hosts and services, which may significantly improve the flexibility, robustness and scalability of
federated services.

In response to requirements from customers across the research, education, and e-Infrastructure
communities, we are delivering a pilot Moonshot service to apply federated identity across a much wider
range of services and applications than can be supported by existing technologies. Involving colleagues
from 43 different institutions across 6 countries the 18 month pilot will allow customers to test Moonshot
within a stable operational environment and to help us refine the production service to fully meet
customer requirements including defining service level agreements. The pilot will also enable us to fully

B http://www.jisc.ac.uk/digifest
2 http://www.ja.net/moonshot
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test the service infrastructure, support and helpdesk functions; allow us to investigate different types of
service including different managed service options; and to test and refine documentation and training.

Janet is also leading a subtask within the GEANT GN3plus project involving 7 other NRENs to implement
and test Moonshot: CARNet, CESNET, NORDUnet, RedIRIS, RENATER, SWITCH and NIIFI.
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Objective Target Date Progress at July 2014

Meet non- Complete 31/10/2014 | The pilot is progressing well and we are planning to go live with a
web service pilot. production service in Q1 2015 that will be initially targeted at
customer research institutions as they have the most immediate need and the
requirements resources to implement Moonshot. We appreciate that smaller

institutions have fewer resources to commit to a pilot so we are
developing a managed service offering for both identity providers
and service providers that will greatly facilitate access to Moonshot.
The timeline is to finish development by Q1 2015 and we will then be
looking for suitable sites to pilot the managed service with us.

The Janet Trust Router is now live and we are bringing pilot sites on
when they are ready. Over the Summer we will be working with pilot
sites on the authorisation aspect of Moonshot as the focus has been
on authentication.

Moonshot documentation has been improved and updated
considerably and we now have a dedicated wiki at
https://wiki.moonshot.ja.net.

The core code has been stable for a while, now. The Trust Router
Code is also stable, but there is a planned development for Trust
Router 2 to enable automated peering between Trust Routers that
will be released later this year. We are also developing a web
browser plug-in for Moonshot that will be available in Q4 2014.

From its inception, we have been keen to get the Moonshot
technology adopted as an international standard to help ensure its
quality and wider acceptance. Standardisation of Moonshot
technology within the IETF has been carried out in the Application
Bridging for Federated Access Beyond web (ABFAB) Working Group
of the Internet Engineering Task Force (IETF) and in December 2013
three Moonshot-related RFC documents were published: RFC 7055 A
GSS-API Mechanism for the Extensible Authentication Protocol;
RFC 7056 Name Attributes for the GSS-API Extensible
Authentication Protocol (EAP) Mechanism; RFC 7057 Update to the
Extensible Authentication Protocol (EAP) Applicability Statement
for Application Bridging for Federated Access Beyond Web (ABFAB).
Three further documents are in draft and will hopefully become
RFCs shortly.
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Meet non- Complete 31/03/2015 | The GEANT GN3plus pilot is also progressing well. This is a 2 year

web GEANT project to investigate the peering requirements between different
customer GN3plus NREN Trust Router infrastructures; promote uptake of a standard
requirements | pilot. non-web SSO solution across eduGAIN members; implement non-

web SSO for specific user-defined problems; and establish a policy
framework within eduGAIN for pilot Communities of Interest.

In June we ran a training session for the NREN participants that was
also attended by delegates from The Netherlands and Slovenia.

Customer insight, liaison and communications

We will establish a single point of customer contact to provide advice and support across all of Jisc’s AIM
activities to make it easier for our customers to inform us of any issues or requests. We will also look to
integrate specialist advisory groups into a single advisory structure to help us take strategic input from
customers of all our AIM services. This will enable us to establish synergies and strategic priorities for
development activity and the evolution of services, including their associated policies.

Technologies are continually developing to give customers and their users control of their identities so we
will remain engaged both within Europe and globally to understand how these technologies impact upon
them. As well as engaging with education and research colleagues we will continue to pursue industry
liaisons, strengthen engagement with the UK Government and develop wider public sector identity
management activities, supported through an open governance structure. This will ensure the views and
experiences of the research and education sector are well represented, and also allow us to benefit from
the expertise of others — both domestically and internationally.

Industry engagement is gaining increasing importance, especially within e-Infrastructure, and we have a
role for our work in securing access to HPC and reassuring industry concerns about information security.

Good access and identity management is relied on by many other Jisc products and programmes so its
importance cannot be overstated. Jisc will continue to support other programmes in solving access and
identity issues and look to exploit opportunities across all services and the network. Janet's DNSSEC
Registration Service is an example of the underlying capability that the network provides that might be
exploited by the AIM area.

Marketing and communication will be undertaken to convey a broader understanding of the value to the
sector of taking a federated approach to the development and delivery of AIM services. In particular we
will focus activity on engaging with institution and research librarians to ensure we meet their specific
needs.
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Objective Target Date Progress at July 2014
Maintain a Establish single point of contact 32/08/2013 All AIM Services now have the same
customer focus | (telephone). Helpdesk contact number:
DONE
0300 300 2212
Maintain a Develop and disseminate AIM 31/12/2013 This Plan describes how all the Jisc
customer focus | products and services "map" showing AIM services fit together and the
how all the Jisc AIM services fit Done main areas addressed by each of
together and the main areas those services. The process
addressed by each of those services. underway to restructure the AIM
web pages will help with further
dissemination.
Maintain a Revise AIM stakeholder engagement | 33/32/2033 The UK federation Policy Board has
customer focus | structures. transitioned into an AIM
Done Consultation Group covering all AIM
services. Terms of Reference and
meeting minutes will be published
on the Community Site. Technology
areas have their own specific special
interest groups.
Widen usage of | Develop a plan to assist partner 31/3/2014 An initial approach of an offer to help
the UK organisations in developing AIM has been made to UCISA and this will
federation to access to their services (for example, | 1/12/2014 be followed up along with similar

have a
coherent
solution for
education and
research

UCISA, SCONUL, UCAS etc.).

messages to SCONUL and other
partner organisations.
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