Published on Jisc community (https://community.jisc.ac.uk)

Home > Network and technology service docs > Jisc CSIRT > Security advice > Security matters - technical guide > Related
information

Related information

Section 2: Methods of Countering the Threats

UCISA: Information Security Toolkit [

UCISA: Model Regulations 2

SANS: Critical Security Controls

Section 3: Computer Security

Janet: Securing Networked Computers 4

NIST: secure configuration checklists s

Microsoft: Baseline Security Analyser e

CIlO Council: BYOD toolkit 7

Janet Lodfiles s

Janet: Effective Incident Response (o

Janet CSIRT: Malware (19

Boston University: Host-based firewalls (11

OWASP: Secure Software Development 12

Wikipedia: Cross-site Scripting 3

Janet CSIRT: DNS resolver security 114

ITSPA: IP telephony security 15

Janet Passwords: Threats and Counter-measures [ie]

Section 4: Network Security

Team Cymru: list of bogon IP ranges 117



https://community.jisc.ac.uk
https://community.jisc.ac.uk/
https://community.jisc.ac.uk/library/janet-services-documentation
https://community.jisc.ac.uk/library/janet-services-documentation/janet-csirt
https://community.jisc.ac.uk/library/janet-services-documentation/security-advice
https://community.jisc.ac.uk/library/janet-services-documentation/security-matters-technical-guide
http://www.ucisa.ac.uk/publications/toolkit.aspx
http://www.ucisa.ac.uk/publications/modelregs.aspx
http://www.sans.org/critical-security-controls/
https://community.ja.net/library/janet-services-documentation/securing-networked-computers
http://web.nvd.nist.gov/view/ncp/repository
http://technet.microsoft.com/en-gb/security/cc184924.aspx
http://www.scribd.com/doc/103702838/A-Toolkit-to-Support-Federal-Agencies-Implementing-Bring-Your-Own-Device-BYOD-Programs
https://community.ja.net/library/janet-services-documentation/logfiles-technical-guide
https://community.ja.net/library/janet-services-documentation/effective-incident-response
https://community.ja.net/library/janet-services-documentation/malware
http://www.bu.edu/tech/security/firewalls/host/
http://www.owasp.org/
http://en.wikipedia.org/wiki/Cross-site_scripting
https://community.ja.net/library/janet-services-documentation/dns-resolver-configuration
http://www.itspa.org.uk/downloads/ITSPA_BCP_IP-PBX.pdf
https://community.ja.net/library/janet-services-documentation/passwords-threats-and-counter-measures
http://www.team-cymru.org/Services/Bogons/

Janet: Firewall Implementation 1

Janet CSIRT: blocking LAN service ports (19

IANA: well-known ports list (20

SANS ISC: protecting DHCP and Router Advertisements 21

Section 5: Security Measures within the Janet Backbone

Janet Security Policy 1221

Janet and Internet Filtering 23]

Section 6: Requirements on Organisations Connecting to
Janet

Janet Eligibility Policy 4

Janet Security Policy 25

Janet Acceptable Use Policy 26

Janet Legal and Reqgulatory Information 127

JISC Legal Information Service [2g

Source URL: https://community.jisc.ac.uk/library/janet-services-documentation/related-information

Links

[1] http://www.ucisa.ac.uk/publications/toolkit.aspx

[2] http://www.ucisa.ac.uk/publications/modelregs.aspx

[3] http://www.sans.org/critical-security-controls/

[4] https://community.ja.net/library/janet-services-documentation/securing-networked-computers
[5] http://web.nvd.nist.gov/view/ncp/repository

[6] http://technet.microsoft.com/en-gb/security/cc184924.aspx

[7] http://www.scribd.com/doc/103702838/A-Toolkit-to-Support-Federal-Agencies-Implementing-Bring-
Your-Own-Device-BYOD-Programs

[8] https://community.ja.net/library/janet-services-documentation/logfiles-technical-guide

[9] https://community.ja.net/library/janet-services-documentation/effective-incident-response
[10] https://community.ja.net/library/janet-services-documentation/malware

[11] http://www.bu.edu/tech/security/firewalls/host/

[12] http://www.owasp.org/

[13] http://en.wikipedia.org/wiki/Cross-site_scripting

[14] https://lcommunity.ja.net/library/janet-services-documentation/dns-resolver-configuration
[15] http://www.itspa.org.uk/downloads/ITSPA_BCP_IP-PBX.pdf

[16] https://community.ja.net/library/janet-services-documentation/passwords-threats-and-counter-
measures

[17] http://www.team-cymru.org/Services/Bogons/

[18] https://community.ja.net/library/advisory-services/firewall-implementation-janet-connected-
organisations


https://community.ja.net/library/advisory-services/firewall-implementation-janet-connected-organisations
https://community.ja.net/library/janet-services-documentation/blocking-lan-service-ports
http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml
https://isc.sans.edu/diary.html?storyid=10972
https://community.ja.net/library/janet-policies/security-policy
https://community.ja.net/library/janet-services-documentation/janet-and-internet-filtering-technical-guidance
http://community.ja.net/library/janet-policies/eligibility-policy
https://community.ja.net/library/janet-services-documentation/requirements-organisation-connecting-janet
http://community.ja.net/library/acceptable-use-policy
https://www.ja.net/support-advice/advice/regulatory-legal-information
http://www.jisclegal.ac.uk/MyRole/IT.aspx

[19] https://community.ja.net/library/janet-services-documentation/blocking-lan-service-ports

[20] http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml
[21] https:/lisc.sans.edu/diary.html?storyid=10972

[22] https://community.ja.net/library/janet-policies/security-policy

[23] https://community.ja.net/library/janet-services-documentation/janet-and-internet-filtering-technical-
guidance

[24] http://community.ja.net/library/janet-policies/eligibility-policy

[25] https://community.ja.net/library/janet-services-documentation/requirements-organisation-connecting-
janet

[26] http://community.ja.net/library/acceptable-use-policy

[27] https://www.ja.net/support-advice/advice/regulatory-legal-information

[28] http://www.jisclegal.ac.uk/MyRole/IT.aspx



